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| NTRODUCTI ON

The word ' hacker' is used in two different but associated
ways: for sone, a hacker is merely a conputer enthusiast of any kind,
who | oves working with the beasties for their own sake, as opposed to
operating themin order to enrich a conpany or research project --or
to play gamnes.

This book uses the word in a nore restricted sense: hacking is a
recreational and educational sport. It consists of attenpting to nake
unaut hori sed entry into conputers and to explore what is there. The
sport's ainms and purposes have been w dely mi sunderstood; nost
hackers are not interested in perpetrating massive frauds, nodifying
t heir personal banking, taxation and enpl oyee records, or inducing
one worl d super-power into inadvertently comenci ng Arnageddon in the
m st aken belief that another super-power is about to attack it. Every
hacker | have ever come across has been quite clear about where the
fun lies: it is in devel opi ng an understandi ng of a system and
finally producing the skills and tools to defeat it. In the vast
majority of cases, the process of 'getting in' is nmuch nore
satisfying than what is discovered in the protected conputer files.

In this respect, the hacker is the direct descendant of the phone
phreaks of fifteen years ago. Phone phreaki ng became interesting as
intra-nation and international subscriber trunk dialling was
i ntroduced, but when the London-based phreak finally chained his way
through to Hawaii, he usually had no one there to speak to except the
| ocal weat her service or Anerican Express office, to confirmthat the
desired target had i ndeed been hit. One of the earliest of the
present generation of hackers, Susan Headl ey, only 17 when she began
her exploits in California in 1977, chose as her target the | ocal
phone conpany and, with the information extracted from her hacks, ran
all over the tel ephone network. She 'retired' four years |later, when
friends started devel opi ng schenes to shut down part of the phone
system

There is also a strong affinity with program copy-protection
crunchers. Mst comrercial software for mcros is sold in a formto
prevent obvi ous casual copying, say by loading a cassette, cartridge
or disk into nenory and then executing a 'save' on to a
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bl ank cassette or disk. Copy-protection devices vary greatly in

t hei r net hodol ogy and sophistication and there are those who, w thout
any comercial notive, enjoy nothing so nmuch as defeating them Every
conput er buff has met at |east one cruncher with a vast store of
conmer ci al prograns, all of which have sonehow had the protection
renoved- - and perhaps the main title subtly altered to show the
cruncher's technical skills--but which are then never actually used
at all.



Perhaps | should tell you what you can reasonably expect fromthis
handbook. Hacking is an activity like few others: it is sem-I|egal
sel dom encouraged, and in its full extent so vast that no individua
or group, short of an organisation |ike GCHQ or NSA, could hope to
grasp a fraction of the possibilities. So this is not one of those
books with titles |ike Ganmes Programming with the 6502 where, if the
book is any good and if you are any good, you will energe with sone
mastery of the subject-nmatter. The aimof this book is nerely to give
you sone grasp of methodol ogy, help you devel op the appropriate
attitudes and skills, provide essential background and sone
referencing material--and point you in the right directions for nore
know edge. Up to a point, each chapter may be read by itself; | have
conpi |l ed extensive appendices, containing material which will be of
use long after the main body of the text has been absorbed.

It is one of the characteristics of hacking anecdotes, |ike those
relating to espionage exploits, that alnost no one closely involved
has much stake in the truth; victinm want to descri be damage as
m nimal, and perpetrators like to paint thenselves as heroes while
careful Iy di sguising sources and nethods. In addition, journalists
who cover such stories are not always sufficiently conpetent to wite
accurately, or even to know when they are bei ng hoodwi nk- ed. (A note
for journalists: any hacker who offers to break into a systemon
demand i s conning you--the npst you can expect is a repeat
performance for your benefit of what a hacker has previously
succeeded in doing. Getting to the 'front page' of a service or
network need not inply that everything within that service can be
accessed. Being able to retrieve confidential information, perhaps
credit ratings, does not nean that the hacker would al so be able to
alter that data. Renmenber the first rule of good reporting: be
sceptical.) So far as possible, | have tried to verify each story
t hat appears in these pages, but hackers work in isolated groups and
nmy sources on some of the inmportant hacks of recent years are nore
renmote than | would have liked. In these
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cases, ny accounts are of events and methods which, in all the
circunstances, | believe are true. | welconme notes of correction

Experi enced hackers may identify one or two curious gaps in the
range of coverage, or less than full explanations; you can chose any
conbi nati on of the follow ng explanations w thout causing me any
worry: first, | nay be ignorant and i nconpetent; second, much of the
fun of hacking is maki ng your own discoveries and | wouldn't want to
spoil that; third, maybe there are a few areas which are really best
I eft al one.

Nearly all of the material is applicable to readers in al
countries; however, the author is British and so are nost of his
experi ences.

The pl easures of hacking are possible at al nbst any |evel of
conput er conpetence beyond rank begi nner and with quite m ni nmal
equipnment. It is quite difficult to describe the joy of using the
worl d's cheapest micro, sone clever firmvare, a hone-brew acoustic
coupler and find that, courtesy of a friendly renpte PDP11/70, you



can be playing with Unix, the fashionable nmultitasking operating
system

The assunptions | have nade about you as a reader are that you own a
nodest personal conputer, a nbdem and some communications software
whi ch you know, roughly, how to use. (If you are not confident yet,
practise logging on to a few hobbyist bulletin boards.) For nore
advanced hacki ng, better equi pnent hel ps; but, just as very tasty
phot ographs can be taken wi th snap-shot caneras, the conputer
equi val ent of a Hasselblad with a trolley- |oad of accessories is not
essenti al

Since you may at this point be suspicious that | have vast
techni cal resources at ny disposal, let ne describe the kit that has
been used for nost of nmy network adventures. At the centre is a
battered old Apple I+, its lid off nbst of the tinme to draw away the
heat fromthe many boards cramm ng the expansion slots. | use an
i ndustry standard dot matrix printer, fanmous equally for the variety
of type founts possible, and for the paper-handling path, which
regularly skews off. | have two | arge boxes cranmed full of software,
as | collect comms software in particular |ike a deranged
philatelist, but | use one package al nost exclusively. As for
nodems--wel |, at this point the set-up does beconme unconventional; by
t he phone point are jack sockets for BT 95A, BT 96A, BT 600 and a
Nort h American nmodul ar jack. | have two acoustic couplers, devices
for plunging tel ephone handsets into so that the conputer can talk
down the line, at operating speeds of 300/300 and 75/1200. | also
have t hree heavy, nushroom col oured ' shoe-boxes', representing nodem
technology of 4 or 5 years ago and operating at various speeds and
conbi nati ons of dupl ex/ hal f- duplex. Wiereas the acoustic coupler
connects ny conputer to the Iine by audio, the nodemlinks up at the
electrical level and is nore accurate and free fromerror. | have
access to other equiprment in my work and through friends, but this is
what | use nost of the tine.
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Behind me is ny other inmportant bit of kit: a filing cabinet.
Hacking is not an activity confined to sitting at keyboards and

wat chi ng screens. Al good hackers retain fornidable collections of
articles, pronotional material and docunentation; read on, and you
will see why.

Finally, to those who would argue that a hacker's handbook mnust be
gi ving guidance to potential crimnals, | have two things to say:
First, few people object to the sports of clay-pigeon shooting or
archery, although rifles, pistols and crossbows have no 'real
pur pose other than to kill things--and hackers have their own code of
responsibility, too. Second, real hacking is not as it is shown in
the novies and on tv, a situation which the publication of this book
may do something to correct. The sport of hacking itself may involve
breach of aspects of the law, notably theft of electricity, theft of
conputer time and unlicensed usage of copyright material; every
hacker nust decide individually each instance as it arises.

Vari ous peopl e hel ped ne on various aspects of this book; they
nmust all remai n unnaned--they know who they are and that they have ny



t hanks.
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CHAPTER 1

First Principles

The first hack | ever did was executed at an exhibition stand run
by BT's then rather new Prestel service. Earlier, in an adjacent
conference hall, an enthusiastic speaker had denonstrated view
data's potential world-w de spread by logging on to Viditel, the
i nfant Dutch service. He had had, as so often happens in the these
circunmstances, difficulty in logging on first tine. He was using one
of those sets that displays auto-dialled tel ephone nunmbers; that was
how | found the nunber to call. By the tine he had finished his third
unsuccessful log-on attenpt | (and presunmably several others) had al
t he pass nunbers. Wiile the BT staff were busy with other visitors to
their stand, | picked out for nyself a relatively neglected viewdata
set. | knew that it was possible to by-pass the auto-dialler with its
pre-progranmed phone nunbers in this particular nmodel, sinply by
pi cking up the the phone adjacent to it, dialling nmy preferred
nunber, waiting for the whistle, and then hitting the keyboard button
| abel led 'viewdata'. | dialled Holland, performed my little by-pass
trick and watched Viditel wite itself on the screen. The pass
nunbers were accepted first time and, courtesy of...no, I'Il spare
them enbarrassnent...| had only lack of fluency in Dutch to restrain
nmy explorations. Fortunately, the first BT executive to spot what |
had done was anused as wel | .

Most hackers seemto have started in a simlar way. Essentially
you rely on the foolishness and i nadequate sense of security of
conput er sal esnen, operators, progranmrers and desi gners.

In the introduction to this book | described hacking as a sport;
and |i ke nost sports, it is both relatively pointless and filled with
rules, witten or otherw se, which have to be obeyed if there is to
be any neani ngfulness to it. Just as rugby football is not only about
forcing a ball down one end of a field, so hacking is not just about
using any nmeans to secure access to a conputer.

On this basis, opening private correspondence to secure a password
on a public access service |like Prestel and then running around the

system bui l di ng up someone's bill, is not what hackers call hacking.
The critical elenent must be the use of skill in sonme shape or form
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Hacking is not a new pursuit. It started in the early 1960s when
the first "serious" tine-share conputers began to appear at
university sites. Very early on, 'unofficial' areas of the nenory
started to appear, first as nere notice boards and scratch pads for
private progranmm ng experinents, then, as |ocations for ganes.
(Where, and how do you think the early Space |nvaders, Lunar Landers



and Adventure Ganmes were created?) Perhaps tech-hacking-- the

nm schi evous mani pul ati on of technol ogy--goes back even further. One
of the old favourites of US canpus life was to rewire the contro
panel s of elevators (lifts) in high-rise buildings, so that a request
for the third floor resulted in the occupants being whizzed to the
twenty-third.

Towards the end of the 60s, when the first experinmental networks
arrived on the scene (particularly when the | egendary
ARPAnet - - Advanced Research Projects Agency network-- opened up), the
conput er hackers ski pped out of their own |ocal computers, along the
packet - swi t ched hi gh grade communications |lines, and into the other
machi nes on the net. But all these hackers were privil eged
i ndividuals. They were at a university or research resource, and they
were able to borrow terminals to work wth.

What has changed now, of course, is the wide availability of hone
conputers and the nodens to go with them the growth of public-access
net wor ki ng of conputers, and the enornous quantity and variety of
conputers that can be accessed.

Hackers vary considerably in their native conputer skills; a basic
know edge of how data is held on conputers and can be transferred
fromone to another is essential. Determ nation, alertness,
opportunism the ability to anal yse and synthesise, the collection of
rel evant hel pful data and | uck--the pre-requisites of any
intelligence officer--are all equally inportant. If you can wite
qui ck effective prograns in either a high level |anguage or machine
code, well, it helps. A know edge of on-line query procedures is
hel pful, and the ability to work in one or nore popular mai nframe and
m ni operating systens could put you in the big | eague.

The materials and information you need to hack are all around
you--only they are sel dom marked as such. Renenber that a | arge
proportion of what is passed off as 'secret intelligence' is openly
available, if only you know where to | ook and how to appreciate what
you find. At one tinme or another, hacking will test everything you
know about conputers and comunications. You w Il discover your
abilities increase in fits and starts, and you nust
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be prepared for | ong periods when nothi ng new appears to happen.

Popular filns and tv series have built up a mythol ogy of what
hackers can do and with what degree of ease. My personal delight in
such Dream Factory output is in conpiling a list of all the m stakes
i n each episode. Anyone who has ever tried to nove a graphics gane
fromone nmcro to an alnost-sinmlar conpetitor will already know t hat
the chances of getting a hone nmicro to display the North Atlantic
Strategic Situation as it would be viewed fromthe President's
Conmmand Post would be slimeven if appropriate tel ephone nunbers and
passwords were available. Less i mediately obvious is the fact that
nost hone nmicros talk to the outside world through linited but
conveni ent asynchronous protocols, effectively denying direct access
to the mainfrane products of the world's undi sputed | eading conputer
manuf acturer, which favours synchronous protocols. And hone nicro



di spl ays are nenory-napped, not vector-traced... Nevertheless, it is
astoni shingly easy to get remarkable results. And thanks to the
protocol transformation facilities of PADs in PSS networks (of which
much nore later), you can get into large |BM devices...

The cheapest hacking kit | have ever used consisted of a ZX81, 16K
RAMpack, a clever firnmwnare accessory and an acoustic coupler. Total
cost, just over 0100. The ZX81's touch-nmenbrane keyboard was one
l[iability; another was the uncertainty of the various connectors.

Much of the cleverness of the firmvare was devoted to overcomi ng the
native drawbacks of the ZX81's inner configuration--the fact that it
didn't readily send and receive characters in the industry-standard
ASCI | code, and that the output port was designed nmore for instant
access to the Z80's nain logic rather than to use industry-standard
serial port protocols and to rectify the Iimted screen display.

Yet this kit was capable of adjusting to nost bulletin boards;
could get into nost dial-up 300/300 asynchronous ports,
re-configuring for word-1ength and parity if needed; could have
accessed a PSS PAD and hence got into a huge range of conputers not
normal Iy available to mcro-owners; and, with another nodem could
have got into viewdata services. You could print out pages on the zZX
"tin-foil' printer. The disadvantages of this kit were all in
conveni ence, not in facilities. Chapter 3 describes the sort of kit
nost hackers use.

It is even possible to hack with no equipnment at all. Al najor
banks now have a network of '"hole in the wall' cash machi nes-- ATMs
or Autonatic Telling Machines, as they are officially
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known. Maj or buil ding societies have their own network. These

machi nes have had faults in software design, and the hackers who

pl ayed around with them used no nore equi pnment than their fingers and
brains. Mdre about this later

Though | have no intention of witing at | ength about hacki ng
etiquette, it is worth one paragraph: lovers of fresh-air wal ks obey
the Country Code; they close gates behind them and avoid damage to
crops and livestock. Something very sinilar ought to guide your
ranbl es into other people's computers: don't manipulate files unless
you are sure a back-up exists; don't crash operating systens; don't
lock legitimate users out from access; watch who you give information
to; if you really discover sonething confidential, keep it to
yoursel f. Hackers should not be interested in fraud. Finally, just
as any ranbler who ventured past barbed wire and notices warning
about the Oficial Secrets Acts woul d deserve what ever happened
thereafter, there are a few hacking projects which should never be
attenpt ed.

On the converse side, | and many hackers | know are convi nced of one
thing: we receive nore than a little help fromthe system nanagers of
the conputers we attack. In the case of conputers owned by
universities and polys, there is little doubt that a nunmber of them
are viewed like acadenmic libraries--strictly speaking they are for



t he student population, but if an outsider seriously thirsty for

know edge shows up, they aren't turned away. As for other conputers,
a nunber of us are al nost sure we have been used as a cheap neans to
test a systenis defences...soneone rel eases a phone nunber and

| ow| evel password to hackers (there are plenty of ways) and wat ches
what happens over the next few weeks while the conputer files

t hensel ves are enpty of sensitive data. Then, when the results have
been noted, the phone nunbers and passwords are changed, the security
i nproved etc etc....nuch easier on dp budgets than enpl oyi ng
programmers at £150/man/ day or nore. Certainly the Pentagon has been
known to form'Tiger Units' of US Arny conputer specialists to

pi n- poi nt weaknesses in systenms security.

Two spectacul ar hacks of recent years have captured the public
i magi nation: the first, the Geat Prince Philip Prestel Hack, is
described in detail in chapter 8, which deals with viewdata. The
second was spectacul ar because it was carried out on live nationa
television. It occurred on Cctober 2nd 1983 during a followup to the
BBC s successful Conputer Literacy series. It's worth reporting here,

because it neatly illustrates the essence of hacking as a sport...
skill with systems, careful research, naximm i npact
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with m nimumreal harm and hunour.

The tv presenter, John Coll, was trying to show off the Tel ecom
ol d electronic mail service. Coll had hitherto never |iked |ong
passwords and, in the context of the tight timng and pressures of
live tv, a two letter password seened a good idea at the time. On
Telecom Gold, it is only the password that is truly confidential
system and account nunbers, as well as phone nunbers to log on to the
system are easily obtainable. The BBC s account nunber, extensively
publicised, was OA0OO1, the oW being the 'logo' for the tv series as
wel | as the BBC conputer.

The hacker, who appeared on a subsequent programe as a 'forner
hacker' and who tal ked about his activities in general, but did not
openly acknow edge his responsibility for the BBC act, nmanaged to
sei ze control of Coll's mail box and superinpose a nmessage of his own:

Conmputer Security Error. Illegal access. | hope your television
PROGRAMVE runs as snoothly as my PROGRAM wor ked out your passwords!
Not hi ng is secure!

Hackers' Song

"Put another password in,

Bomb it out and try again

Try to get past |ogging in,

W' re hacki ng, hacking, hacking

Try his first wife's mai den nane,
This is nore than just a gane,
It's real fun, but just the sane,



It's hacking, hacking, hacking"
The Nutcracker (Hackers UK)

H THERE, OALETS, FROM CZ AND YUG
(OLI VER AND GUY)

After the hack a nunber of stories about how it had been carried
out, and by whom circulated; it was suggested that the hackers had
crashed through to the operating systemof the Prinme computers upon
which the Dialcomelectronic nail software

** Page 5

resided--it was al so suggested that the BBC had arranged t he whol e
thing as a stunt, or alternatively, that some BBC enpl oyees had fi xed
it up without telling their colleagues. Getting to the truth of a

| egend in such cases is al nbst always inpossible. No one invol ved has
a stake in the truth. British Telecom with a strong comm tnent to
get Gold accepted in the business community, was anxi ous to suggest
that only the dirtiest of dirty tricks could renmove the inherent
confidentiality of their electronic mail service. Naturally, the
British Broadcasting Corporation rejected any possibility that it
woul d connive in an irresponsi bl e cheap stunt. But the hacker had no
great stake in the truth either--he had sources and contacts to
protect, and his inage in the hacker conmunity to bolster. Never
expect any hacki ng anecdote to be conmpletely truthful.
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CHAPTER 2

Conput er -t o- Conput er
Communi cat i ons

Services intended for access by mcroconputers are nowadays
usual ly presented in a very user-friendly fashion: pop in your
software disc or firmvare, check the connections, dial the tel ephone
nunber, listen for the tone...and there you are. Hackers, interested
in venturing where they are not invited, enjoy no such luxury. They
may want to access ol der services which preceded the nodern 'hunan
interface'; they are very likely to travel along paths intended, not
for ordinary custoners, but for engineers or salesnmen; they could be
utilising facilities that were part of a conputer's comi ssioning
process and have been hardly used since.

So the hacker needs a greater know edge of datacomms technol ogy than
does a nore passive conputer user, and sone feeling for the history
of the technology is pretty essential, because of its growh pattern
and because of the fact that many interesting installations still use
yesterday's sol utions.

Getting one conputer to talk to another sonme distance away neans
accepting a nunber of linmiting factors:



* Al t hough computers can send out several bits of information at
once, the ribbon cable necessary to do this is not econonical at any
great length, particularly if the information is to be sent out over
a network--each wire in the ribbon would need sw tching separately,

t hus maki ng ex- changes prohibitively expensive. So bits nmust be
transmitted one at a tinme, or serially.
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* Since you will be using, in the first instance, wires and networks
already installed--in the formof the tel ephone and tel ex

net wor ks- -you rust accept that the linmted bandwi dth of these
facilities will restrict the rate at which data can be sent. The data
wi || pass through long lengths of wire, frequently being
re-anmplified, and undergoi ng de- gradation as it passes through dirty
switches and relays in a multiplicity of exchanges.

* Data nust be easily capable of accurate recovery at the far end.

* Sendi ng and receiving conmputers nust be synchronised in their
wor ki ng.

* The nbde in which data is transmtted nust be one understood by
all conmputers; accepting a standard protocol may nean adopting the
speed and efficiency of the slowest.

* The present 'universal' standard for data transmi ssion used by

m croconputers and nmany ot her services uses agreed tones to signify
binary 0 and binary 1, the ASCII character set (also known as

I nternational Al phabet No 5), and an asynchronous protocol, whereby
the transnmitting and receiving computers are |locked in step every
time a character is sent, not just at the beginning of a transm ssion
stream Like nearly all standards, it is highly arbitrary inits

deci sions and derives its inportance sinply fromthe fact of being
general |y accepted. Like nany standards, too, there are a nunber of
subtl e and inportant variations.

To see how the standard works, how it came about and the reasons
for the variations, we need to look back a little into history.

The G owt h of Tel egraphy

The essential techniques of sending data along wires has a history
of 150 years, and sone of the comon term nol ogy of nodern data
transm ssion goes right back to the first experinents.

The earliest formof telegraphy, itself the earliest form of
el ectrical message sending, used the renpte actuation of electrica
relays to | eave marks on a strip of paper. The letters of the
al phabet were defined by the patterns of 'mark' and 'space'.
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The terns have conme through to the present, to signify binary
conditions of '1' and '0' respectively. The first reliable nachine



for sending letters and figures by this nethod dates from 1840; the
direct successor of that nachine, using remarkably unchanged

el ect ronechani cal technol ogy and a 5-bit al phabetic code, is stil

wi dely used today, as the telex/teleprinter/teletype. The mark and
space have been replaced by hol es punched in paper-tape: |arger holes
for mark, snmaller ones for space. Synchroni sati on between sendi ng and
receiving stations is carried out by beginning each letter with a
"start' bit (a space) and concluding it with a 'stop' bit (mark). The
"idle' state of a circuit is thus '"mark'. In effect, therefore, each
letter requires the transm ssion of 7 bits:

* k. . * (letter A- . = space; * = mark)
of which the first . is the start bit, the last * is the stop bit and
* * .. is the code for A

This is the principle neans for sending text nessages around the
worl d, and the way in which news reports are distributed gl obally.
And, until third-world countries are rich enough to afford nore
advanced devices, the technology will survive.

Early conputer communications

When, 110 years after the first such nachines cane on line, the
need arose to address conputers renotely, telegraphy was the obvious
way to do so. No one expected conputers in the early 1950s to give
instant results; jobs were assenbled in batches, often fed in by
nmeans of paper-tape (another borrowing fromtelex, still in use) and
then run. The instant cal culation and collation of data was then
considered quite mraculous. So the first use of data comruni cations
was al nost exclusively to ensure that the nachine was fed with
up-to-date information, not for the nachine to send the results out
to those who might want it; they could wait for the '"print-out' in
due course, borne to themw th considerable solemity by the computer
experts. Typical comuni cations speeds were 50 or 75 baud. (The baud
is the neasure of speed of data transmi ssion: specifically, it refers
to the nunber of signal |evel changes per second and is thus not the
sanme as bits-per-second.)

These early conputers were, of course, in today's jargon
si ngl e-user/singl e-task; progranms were fed by direct nmachi ne coding.
Gradual Iy, over the next 15 years, conmputers spawned nul ti-user
capabilities by neans of tinme-sharing techniques, and their hunan
i nterface becane nore 'user-friendly'.
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Wth these facilities grew the demand for renpte access to
conput ers, and nodern data comuni cati ons began

Even at the very end of the 1960s when |I had my own very first
encounter with a computer, the links with tel egraphy were stil
obvious. As a result of happenstance, | was in a Governnent-run
research facility to the south-west of London, and the program | was
to use was |ocated on a conmputer just to the north of Central London
| was sat down in front of a battered tel etype--capitals and figures



only, and requiring not inconsiderable physical force from ny

smal lish fingers to actuate the keys of ny choice. As it was a

tel etype outputting on to a paper roll, nistakes could not as readily
be erased as on a VDU, and since the sole formof error reporting
consisted of a solitary ?, the episode was nore frustrating than
thrilling. VDUs and good keyboards were then far too expensive for
"ordinary' use.

The t el ephone network

But by that time all sorts of changes in dataconms were taking
pl ace. The telex and tel egraphy network, originally so inmportant, had
| ong been overtaken by voice-grade tel ephone circuits (Bell's
i nvention dates from 1876). For conputer comunication, mark and
space could be indicated by different audio tones, rather than by
different voltage conditions. Data traffic on a telex line can
operate in only one direction at a time, but, by selecting different
pairs of tones, both '"transmitter' and 'receiver' could speak
si mul t aneously--so that in fact, one has to tal k about 'originate'
and 'answer' instead.

I mproved el ectrical circuit design nmeant that higher speeds than
50 or 75 baud becane possible; there was a nove to 110 baud, then 300
and, so far as ordinary tel ephone circuits are concerned, 1200 baud
is now regarded as the top limt.

The 'start' and 'stop' method of synchronising the near and far
end of a comunications circuit at the beginning of each individua
| etter has been retained, but the common use of the 5-bit Baudot code
has been replaced by a 7-bit extended code which allows for nany nore
characters, 128 in fact.

Lastly, to reduce errors in transm ssion due to noise in the
tel ephone line and circuitry, each letter can be checked by the use
of a further bit (the parity bit), which adds up all the bits in the
mai n character and then, depending on whether the result is odd or
even, adds a binary 0 or binary 1.

The full nobdern transmission of a letter in this system in this
case, K, therefore, |ooks like this:
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START- STOP TRANSM SSI ON OF A DATA CHARACTER

TI VE
| NTERVAL 9 0 1 2 3 4 5 6 7 8 9
NUMBER
1 1 1 1 1 1

Mark +---+ +---+ +---+ Rk o - +-- -+
LI NE 1ol |0 Oof | O] | 0|
CONDI TI ON Space-+  +---+  H---t---+  H--- ST N

N N

|
Bl NARY STOP-+ START 1 0 0O 1 0 1 1 o0



DAT

The first 0 is the start bit; then follows 7 bits of the actua
|etter code (1001011); then the parity bit; then the final 1 is the
stop code.

This system asynchronous start-stop ASCI| (the conmon name for
t he al phabetic code), is the basis for nearly all mcro-based
conmuni cati ons. The key variations relate to:

bit-length; you can have 7 or 8 databits (*)
parity; (it can be even or odd, or entirely absent),

Tones - The tones used to signify binary 0 and binary 1, and which
conputer is in 'originate' and which in 'answer', can vary accordi ng
to the speed of the transmi ssion and al so to whether the service is
used in North Anerica or the rest of the world. (Briefly, nost of
the world uses tones and standards | aid down by the Geneva-based
organi sation, CCITT, a specialised agency of the Internationa

Tel econmuni cati ons Union; whereas in the United States and nost parts
of Canada, tones determi ned by the tel ephone utility, colloquially
known as Ma Bell, are adopted.) The followi ng table gives the
standards and tones in commpn use.

(*) There are no 'obvious explanations' for the variations comonly
found: nost electronic mail services and viewdata transmt 7 data
bits, even parity and | stop Bit; Telecom Gold and nost hobbyi st
bulletin boards transnmt 8 data bits, odd parity and 1 stop bit.

Term nal enul ator software--see chapter 3--allows users to adjust for
these differing requirenents.
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Service Speed Duplex Transnit Recei ve Answer
Desi gnat or 0 1 0 1

V21 orig 300(*) full 1180 980 1850 1650 -
V21 ans 300(*) full 1850 1650 1180 980 2100
V23 (1) 600 hal f 1700 1300 1700 1300 2100
V23 (2) 1200 f/h(**) 2100 1300 2100 1300 2100
V23 back 75 f/h(**) 450 390 450 390 -
Bell 103 orig 300(*) full 1070 1270 2025 2225 -
Bell 103 ans 300(*) full 2025 2225 1070 1270 2225
Bel | 202 1200 hal f 2200 1200 2200 1200 2025

(*)any speed up to 300 baud, can also include 75 and 110 baud
services

(**)service can either be hal f-duplex at 1200 baud or asynmetrica
full duplex, with 75 baud originate and 1200 baud receive (conmonly
used as viewdata user) or 1200 transnit and 75 receive (viewdata
host)

H gher Speeds



1200 baud is usually regarded as the fastest speed possible on an
ordi nary voi ce-grade tel ephone |line. Beyond this, noise on the line
due to the switching circuits at the various tel ephone exchanges,
poor cabling, etc. nmake accurate transnission difficult. |ndeed, at
hi gher speeds it beconmes increasingly inportant to use transm ssion
protocols that include error correction

Error correction techniques usually consist of dividing the
transm ssion streaminto a series of blocks which can be checked, one
at a tine, by the receiving conputer. The 'parity' system nentioned
above is one exanple, but obviously a crude one. The difficulty is
that the nore secure an error-correction protocol becones, the
greater becones the overhead in terns of nunbers of bits transmitted
to send just one character fromone conputer to another. Thus, in the
typical 300 bit situation, the actual letter is defined by 7 bits,
"start' and 'stop' account for another two, and the check takes a
further one--ten in all. After a while, what you gain in the speed
wi th which each actual bit is transmtted, you | ose, because so many
bits have to be sent to ensure that a single character is accurately
recei ved!

** Page 12

Al t hough sone people risk using 2400 baud on ordinary tel ephone
lines--the jargon is the PTSN (Public Tel ephone Switched
Net wor k) - -t hi s means usi ng expensi ve nodens. \Where hi gher speeds are
essential, leased circuits, not available via dial-up. becone
essential. The leased circuit is paid for on a fixed charge, not a
charge based on tinme-connected. Such circuits can be conditioned
for exanple by using special anplifiers, to support the higher data
rate.

For really high speed transm ssions, however, pairs of copper
cabl e are inadequate. Medium speed is obtainable by the use of
coaxial cable (a little like that used for tv antenna hook-ups) which
have a very broad bandwi dth. |nmposing several different channels on
one cable-length is called nultiplexing and, depending on the
application, the various channels can either carry several different
conput er conversations sinultaneously or can send several bits of one
conputer conversation in parallel, just as though there were a ribbon
cabl e between the two participating conputers. Either way, what
happens is that each binary O or binary 1 is given, not an audio
tone, but a radio frequency tone.

Synchr onous Protocol s

In the asynchronous protocols so far described, transnmitting and
recei ving conputers are kept in step with each other every tine a
character is sent, via the 'start' and 'stop' bits. In synchronous
comms, the locking together is done nerely at the start of each bl ock
of transmi ssion by the sending of a special code (often SYN). The SYN
code starts a clock (a tined train of pulses) in the receiver and it
is this that ensures that binary Os and 1s originating at the
transmitter are correctly interpreted by the receiver; clearly, the
di spl acenent of even one binary digit can cause havoc.



A variety of synchronous protocols exist, such as the | ength of
bl ock sent each tine, the form of checking that takes place, the form
of acknow edgenent, and so on. A synchronous protocol is not only a
function of the nodem which has to have a suitable clock, but also
of the software and firmmvare in the conputers. Because asynchronous
protocols transmt so many 'extra' bits in order to avoid error
savings in transm ssion time under synchronous systens often exceed
20-30% The di sadvantage of synchronous protocols lie in increased
har dwar e costs.

One other conplication exists: npbst asynchronous protocols use the
ASCI| code to define characters. IBM ('Big Blue'), the biggest
ent husi ast of synchronous conms, has its own binary code to define
characters. In Appendix IV, you will find an explanation and a
conparison with ASCII
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The hacker, wishing to conme to terms with synchronous conms, has
two choices: the nore expensive is to purchase a protocol convertor
board. These are principally available for the I1BM PC, which has been
i ncreasingly marketed for the 'executive workstation' audience, where
the ability to interface to a conpany's existing (IBM mainframe is a
key feature. The alternative is to see whether the target nainfrane
has a port on to a packet- switched service; in that event, the
hacker can use ordinary asynchronous equi pnent and protocol s--the
| ocal PAD (Packet Assenbl er/Di sassenbler) will carry out the
necessary transformations.

Net wor ks

VWhi ch brings us neatly to the world of high-speed digital networks
usi ng packet-switching. Al the conputer comunications so far
descri bed have taken place either on the phone (voice-grade) network
or on the tel ex network.

In Chapter 7 we will | ook at packet-swi tching and the
opportunities offered by international data networks. W nust now
speci fy hackers' equi pnent in nore detail
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CHAPTER 3

Hackers' Equi prment

You can hack with al nost any m croconputer capable of talking to
the outside world via a serial port and a nodem In fact, you don't
even need a micro; ny first hack was with a perfectly ordinary
vi ewdat a terninal

VWhat follows in this chapter, therefore, is a description of the
elements of a system| like to think of as optimmfor



strai ght-forward asynchronous ASCI| and Baudot communi cati ons. What
is at issue is convenience as much as anything. Wth kit l[ike this,
you will be able to get through nost dial-up ports and into
packet -swi tching through a PAD -- a packet assenbl er/ disassenbler
port. (It will not get you into | BM networks, because these use
different and inconpatible protocols; we will return to the matter of
the IBMworld in chapter 10.) In other words, given a bit of noney, a
bit of knowl edge, a bit of help fromfriends and a bit of |uck, what
is described here is the sort of equipnment nost hackers have at their
comand.

You will find few products on the market |abelled 'for hackers';
you rust select those itens that appear to have 'legitinmate' but
interesting functions and see if they can be bent to the hacker's
pur poses. The various sections within this chapter highlight the sort
of facilities you need; before |ashing out on sone new software or
hardware, try to get hold of as much publicity and docunentation
material as possible to see how adaptable the products are. In a few
cases, it is worth |ooking at the second-hand narket, particularly
for nodens, cables and test equi pnent.

Al though it is by no neans essential, an ability to solder a few
connections and scrabble anmong the circuit diagrans of 'official
products often yield unexpectedly rewardi ng results.

The conput er

Al nost any popul ar mcroconmputer will do; hacki ng does not cal
upon enornmous reserves of conputer power. Nearly everything you hack
wWill come to you in al phanuneric form not graphics. The conputer
you al ready have will alnpst certainly have the essential qualities.
However the very cheapest micros, like the ZX81, whilst usable,
require much nore work on the part of the operator/hacker, and give
himfar less in the way of instant facilities.
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(I'n fact, as the ZX81 doesn't use ASCI| internally, but a
Si ncl ai r-devel oped variant; you will need a software or firmware fix
for that, before you even think of hooking it up to a nodem)

Most professional data services assune the user is viewi ng on an
80-col umm screen; ideally the hacker's conputer should be capabl e of
doing that as well, otherwise the display will be full of awkward
line breaks. Term nal enulator software (see below) can sonme- tinmes
provide a 'fix'.

One or two disc drives are pretty hel pful, because you will want
to be able to save the results of your network adventures as quickly
and efficiently as possible. Mdst terminal enulators use the
conputer's free menory (i.e. all that is not required to support the
operating system and the ermul ator software itself) as store for the
recei ved data, but once the buffer is full, you will begin to |ose
the earliest itens. You can, of course, try to save to cassette, but
normally that is a slow and tedious process.



An alternative storage nethod is to save to a printer, printing
the received data streamnot only to the conputer screen, but also on
a dot matrix printer. However, nost of the nore popul ar (and cheaper)
printers do not work sufficiently fast. You nay find you | ose
characters at the beginning of each Iine. Mreover, if you print
everything in real-tinme, you'll include all your m stakes, false
starts etc., and in the process use masses of paper. So, if you can
save to disc regularly, you can review each hack afterwards at your
| ei sure and, using a screen editor or word processor, save or print
out only those itens of real interest.

Serial ports

The conputer nmust have a serial port, either called that or marked
RS232C (or its slight variant RS423), or V24, which is the official
desi gnat or of RS232C used outside the USA, though not often seen on
m cros.

The very cheapest micros, |like the ZX81, Spectrum VIC20, do not
have RS232C ports, though add-on boards are avail able. Sone of the
ol der personal conputers, like the Apple or the original Pet, were
also originally sold without serial ports, though standard boards are
avail able for all of these.

You are probably aware that the RS232C standard has a | arge nunber
of variants, and that not all conmputers (or add-on boards) that claim
to have a RS232C port can actually talk into a nmodem

Hi storically, RS232C/ V24 is supposed to cover all aspects of
serial communication, including printers and dunb term nals as well
as computers. The RS232C standard specifies electrical and physica
requirenents.
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Everything is punped through a 25-pin D shaped connector, each pin
of whi ch has sone function in some inplenentation. But in nost cases,
nearly all the pins are not used. In practice, only three connections
are essential for conputer to nbdem conmuni cation

Pin 7 signal ground
Pin 2 characters | eaving the conmputer
Pin 3 characters arriving at the conputer

The renmai ni ng connections are for such purposes as feedi ng power
to an external device, switching the external advice on or off,
exchangi ng status and timng signals, nonitoring the state of the
line, and so forth. Sonme conputers and their associated firmare
require one or other of these status signals to go 'high' or "low in
particul ar circunstances, or the program hangs. Check your
docunentation if you have trouble.

Sonme RS232C i npl enentati ons on mcroconputers or add-on boards are
there sinply to support printers with serial interfaces, but they can



often be nodified to talk into nobdens. The critical two |ines are
t hose serving Pins 2 and 3.

A conputer serving a nodem needs a cable in which Pin 2 on the
conputer is linked to Pin 2 on the nodem

A conputer serving a printer, etc, needs a cable in which Pin 3 on
the: conmputer is linked to Pin 2 on the printer and Pin 3 on the
printer is linked to Pin 2 on the conputer.

If two conputers are |inked together directly, wi thout a nodem
then Pin 2 on conputer A must be linked to Pin 3 on computer B and
Pin 3 on conputer B linked to Pin 2 on conputer A: this arrangenent
is sonmetines called a 'null nodemi or a 'null nmodem cable'.

There are historic explanations for these arrangenents, depending
on who you think is sending and who is receiving--forget about them
they are confusing. The above three cases are all you need to know
about in practice.

One difficulty that frequently arises with newer or portable
conputers is that sone manufacturers have abandoned the traditiona
25-way D-connector, largely on the grounds of bul k, cost and
redundancy. Sone European conputer and peripheral conpani es favour
connectors based on the DIN series (invented in Gernany), while
ot hers use D-connectors with fewer pin-outs.
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There is no standardi sation. Even if you see two physically
simlar connectors on two devices, regard themw th suspicion. In
each case, you nust deternine the equival ents of:

Characters | eaving conputer (Pin 2)
Characters arriving at conputer (Pin 3)
Signal ground (Pin 7)

You can usually set the speed of the port fromthe computer's
operating systemand/or fromBasic. There is no standard way of doi ng
this; you nmust check your handbook and manual s. Most RS232C ports can
handl e the foll ow ng speeds:

75, 110, 300, 600, 1200, 2400, 4800, 9600

and sonetimes 50 and 19200 baud as wel|l. These speeds are sel ectable
in hardware by appropriate wiring of a chip called a baud-rate
generator. Many nodern conputers | et you select speed in hardware by
means of a DIL switch. The higher speeds are used either for driving
printers or for direct conmputer-to-conputer or conputer-to-peripheral
connections. The nornal maxi num speed for transmitting al ong phone
lines is 1200 baud.

Dependi ng on how your conputer has been set up, you nay be able to
control the speed fromthe keyboard--a bit of firmvare in the
conputer will accept micro-instructions to flip transistor swtches
controlling the wiring of the baud-rate generator. Alternatively,



the speeds may be set in pure software, the micro deciding at what
speed to feed information into the serial port.

In nost popular nicro inplenmentations the RS232C cannot support
split-speed working (different speeds for receive and transnmit). If
you set the port up for 1200 baud, it has to be 1200 receive and
transmit. This is a nuisance in Europe, where 75/1200 is in comon
use both for viewdata systens and for some on-line services. The
usual way round is to have special term nal enulator software, which
requi res the RS232C hardware to operate at 1200 /1200 and then sl ows
down (usually the micro's transnmt path) to 75 baud in software by
means of a tinmng [oop. An alternative nethod relies on a special
nodem which accepts data fromthe conputer at 1200/ 1200 and then
perforns the slow ng-down to 75 baud in its own internal firmare.

Term nal enmul ators

We all need a quest inlife. Sonetines | think nine is to search
for the perfect software package to nake micros talk to the outside
wor | d.
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As in all such quests, the goal is occasionally approached but
never reached, if only because the process of the quest causes one to
redefi ne what one is | ooking for

These itens of software are sonetines called communi cati ons
packages, or asynchronous comms packages, and sonetines term na
enmul ators, on the grounds that the software can nake the micro appear
to be a variety of different conputer terminals. Until recently, nost
on-line conmputer services assuned that they were being exam ned
t hrough 'dunb' terminals--sinply a keyboard and a screen, with no
attendant processing or storage power (except perhaps a printer).
Wth the arrival of PCs all this is slowy changing, so that the
renote conmputer has to do no nore than provide relatively raw data
and all the formatting and on-screen presentation is done by the
user's own conputer. Terminal enulator software is a sort of
hal f-way house between 'dunb' termnals and PCs wi th considerable
| ocal processing power.

G ven the habit of manufacturers of mainfrane and mni- conputers
to nmake their products as inconpatible with those of their
conpetitors as possible (to naximse their profits), many slight
variants on the 'dunb' conputer terninal exist--hence the
availability of terminal emulators to provide, in one software
package, a way of nmimcking all the popul ar types.

Basic software to get a conputer to talk through its RS232C port,
and to take in data sent to it, is trivial. Wat the hacker needs is
software that will nake his conputer assume a nunber of different
personalities upon conmand, store data as it is collected, and print
it out.

Two phil osophi es of presenting such software to the user exist:
first, one which gives the naive user a sinple menu which says, in



effect, 'press a key to connect to database' and then perforns
everything snoothly, w thout distracting nenus. Such prograns need an
"install' procedure, which requires sone know edge, but nopst
"ordinary' users never see this. Nornally, this is a phil osophy of
software witing |I very much adnmire: however, as a hacker you wll
want the precise opposite. The second approach to term nal enul ator
software allows you to re configure your conputer as you go on--there
is plenty of on-screen help in the formof menus allow ng you to turn
on and off local echo, set parity bits, show non-visible control
codes and so on. In a typical hack, you may have only vague

i nfornmati on about the target conputer, and much of the fun is seeing
how qui ckly you can work out what the renote conputer wants to 'see

- and how to make your nmachi ne respond.
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G ven the nunbers of popular computers on the market, and the
nunbers of terminal emulators for each one, it is difficult to make a
series of specific recommrendations. What follows there- fore, is a
list of the sort of facilities you should | ook for

On-line help You nust be able to change the software
characteristics while on-line--no separate 'install' routine. You
should be able to call up 'help' nenus instantly, with sinple
conmmands --while holding on to the |ine.

Text buffer - The received data should be capable of going into the
conputer's free menory automatically so that you can view it later
off-line. The size of the buffer will depend on the anmpbunt of nenory
left after the computer has used up the space required for its
operating systemand the ternm nal software. |f the terminal software
i ncl udes special graphics, as in Apple Visitermor sonme of the ROM
packs used with the BBC, the buffer space may be relatively small.
The software should tell you how much buffer space you have used and
how much is left, at any tinme. A useful adjunct is an auto-save
facility which, when the buffer becones full, stops the stream of
text fromthe host conputer and automatically saves the buffer text
to disc. A number of associated software commands should let you turn
on and off the buffer store, clear it or, when off-line, viewthe
buffer. You should also be able to print the buffer to a 'line
printer (dot-matrix or daisy wheel or thermal inage). Sone term na
enmul ators even include a sinple line editor, so that you can delete
or adjust the buffer before printing. (I use a termnal emul ator

whi ch saves text files in a formwhich can be accessed by ny

wor d- processor and use that before printing out.)

Hal f/full Duplex (Echo On/Off) - Mbst renpte services use an echoi ng
protocol: this neans that when the user sends a character to the host
conputer, the host inmmedi ately sends back the sane character to the
user's computer, by way of confirmation. Wat the user sees on his
conput er screen, therefore, has been generated, not locally by his
direct action on the keyboard, but renotely by the host conputer.
(One effect of this is that there nmay sonetines be a perceptible
del ay between keystroke and display of a letter, particularly if you
are using a packet-swi tched connection--if the tel ephone line is

noi sy, the display nmay appear corrupt). This echoing protocol is
known as full duplex, because both the user's conputer and the host



are in communi cation simnultaneously.

However, use of full duplex/echo is not universal, and al
termnal enmulators allow you to switch on and off the facility. If,
for exanple, you are talking into a hal f-duplex system (i.e. no
echo), your screen would appear totally blank. In these
circunmstances, it is best if your software reproduces on the screen
your keystrokes.
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However, if you have your computer set for hal f-duplex and the host
conputer is actually operating in full duplex. each letter wll
appear tw ce--once fromthe keyboard and once, echoing fromthe host,
ggiiwiinngg tthhiiss ssoorrtt ooff eeffffeecctt. Your term na

enmul ator needs to able to toggle between the two states.

Data Format/Parity Setting - In a typical asynchronous protocol, each
character is surrounded by bits to show when it starts, when it ends,
and to signify whether a checksum performed on its binary equival ent
cones out even or odd. The character itself is described, typically,
in 7 bits and the other bits, start, stop and parity, bringing the
nunber up to 10. (See chapter 2.) However, this is nerely one very

conmmon form and nany systens use subtle variants -- the idea
term nal enulator software will let you try out these variants while
you are still on line. Typical variants should include:

Wrd | ength Parity No stop bits

Even 2
Qdd 2
Even 1
Gdd 1
None
None
Even
Gdd 1

0000~~~
RPN

(NB al though the ASCI| character set is 7 bit, 8 bits are sonetinmes
transmitted with a ~paddi ng~ bit; machine code instructions for 8-bit
and 16-bit machi nes obviously need 8-bit transni ssions.)

Show Control Characters - This is a software switch to display
characters not normally part of the text that is neant to be read but
whi ch neverthel ess are sent by the host conputer to carry out display
functions, operate protocols, etc. Wth the switch on, you will see
line feeds di splayed as ~J, a back-space as “H and so on; see
Appendi x 1V for the usual equival ents.

Using this device properly you will be able, if you are unable to
get the text streamto display properly on your screen, to work out
what exactly is being sent fromthe host, and nodify your I|oca
sof tware accordingly.
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Control -Show is also useful for spotting 'funnies' in passwords and

| og-on procedures--a conmon trick is to include *"H (backspace) in the
nm ddl e of a log-on so that part of the full password is overwitten.
(For normal reading of text, you have Control - Show switched off, as
it makes normal reading difficult.)

Macros - This is the US term now rapidly being adopted in the UK

for the preformatting of a | og-on procedure, passwords etc. Typica
connecting procedures to US services |like The Source, ConpuServe, Dow
Jones etc are relatively conplicated, conpared with using a |l oca
hobbyi st bulletin board or calling up Prestel. Typically, the user
must first connect to a packet- switched service |like Tel enet or
Tymet (the US commercial equivalents of BT's PSS), specify an
"address' for the host required (a long string of letters and
nunbers) and then, when the desired service or 'host' is on |ine,
enter password(s) to be fully admtted. The password itself nmay be in
several parts.

The value of the "macro' is that you can type all this junk in
once and then send off the entire streamany tinme you wi sh by neans
of a sinple command. Most terminal enmulators that have this feature
all ow you to preformat several such macros.

From the hacker's point of view, the best type of nacro facility
is one that can be itself addressed and altered in software:
supposi ng you have only part of a password: wite a little routine
whi ch successively tries all the unknowns; you can then let the
conputer attenpt penetration automatically. (You'll have to read the
emul ator's manual carefully to see if it has software-addressable
macros: the only people who need them are hackers, and, as we have
of ten observed, very few out-and-out hacker products exist!)

Aut o-di al - Some nodens contain programmbl e auto-diallers so that
frequently-called services can be dialled froma single keyboard
command.

Agai n the advantage to the hacker is obvious--a partly- known
t el ephone nunber can be |ocated by witing sone sinple software
routine to test the variabl es.

However, not all auto-dial facilities are equally useful. Sone
i ncluded in US-originated comruni cati ons software and term na
enmul ators are for specific 'smart' nodenms not avail abl e
el sewhere--and there is no way of altering the software to work with
ot her equi prment. In general, each nodemthat contains an auto-dialler
has its own way of requiring instructions to be sent toit. If an
auto-dialling facility is inportant to you, check that your software
is configurable to your choice of auto-dial nbdem

Anot her hazard is that certain auto-diallers only operate on the
nmul ti-frequency tones nmethod ('touch-tone') of dialling used in |arge
parts of the United States and only very slowy being introduced in
other countries. The systemw dely used in the UKis called 'pulse
dialling. Touch-tone dialling is nuch nore rapid than pulse dialling,
of course.
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Finally, on the subject of US-originated software, sone packages
will only accept phone nunmbers in the standard North American fornat
of: 3-digit area code, 3-digit |ocal code, 4-digit subscriber code.
In the UK and Europe the phone nunber formats vary quite
considerably. Make sure that any auto-dial facility you use actually
operates on your phone system

Fornmat Screen - Mst professional on-line and time-share services
assune an 80-columm screen. The 'format screen' option in termna
enmul ators may allow you to change the regul ar text display on your
mcro to show 80 characters across by neans of a graphics 'fiddle';
alternatively, it may give you a nore readabl e display of the stream
fromthe host by forcing Iine feeds at convenient intervals, just
before the streamreaches the right- hand margin of the mcro's
"natural' screen w dth.

Related to this are settings to handle the presentation of the
cursor and to determ ne cursor novenent about the screen-- normally
you won't need to use these facilities, but they nmay hel p you when
on-line to sone odd-ball, non-standard service. Certain specific
"dumb' terminals like the VI52 (which has becone sonething of a
mai nfrane industry standard) use special sequences to nove the cursor
about the screen--useful when the operator is filling in standard
forms of information.

O her settings within this category may allow you to view
characters on your screen which are not part of the normal character
set. The early Apples, for exanple, |acked | ower case, presenting
everything in capitals (as does the ZX81), so various ingenious
"fixes' were needed to cope. Even quite advanced hone conputers nay
| ack sone of the full ASCIl character set, such oddities as the tilde
~ or backslash \ or curly bracket { }, for exanple.

Re-assign - keyboard A related problemis that honme mcro keyboards
may not be able to generate all the required characters the renote
service wishes to see. The normal way to generate an ASCI| character
not avail able fromthe keyboard is from Basic, by using a Print
CHR$(n) type conmand. This nay not be possible when on-line to a
renote conmputer, where everything is needed in i medi ate nbde. Hence
the requirenent for a software facility to re-assign any little-used
key to send the desired 'missing' feature. Typical requirements are
BREAK~ ESC, RETURN (when part of a string as opposed to being the end
of a conmand) etc. \When re-assigning a series of keys, you nust nake
sure you don't interfere with the essential functioning of the

term nal enul at or
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For exanple, if you designate the sequence ctrl-S to nean 'send a DCl
character to the host', the chances are you will stop the host from
sendi ng anything to you, because ctrl-S is a comobn comrand (some-
times called XOF) to call for a pause--incidentally, you can end the
pause by hitting ctrl-Q Appendix IV gives a list of the full ASCII

i mpl enentation and the usual 'special' codes as they apply to
conput er -t o- conput er commruni cati ons.



File Protocols - Wen conputers are sending large files to each
other, a further |ayer of protocol, beyond that defining individua
letters, is necessary. For exanple, if your conputer is automatically
saving to disk at regular intervals as the buffer fills up, it is
necessary to be able to tell the host to stop sending for a period,
until the save is conplete. On older tine-share services, where the
typical termnal is a teletypewiter, the termnal is in constant
danger of being unable nmechanically to keep up with the host
conputer's output. For this reason, nany host conmputers use one of
two wel | -known protocols which require the regul ar exchange of
special control characters for host and user to tell each other al
is well. The two protocols are:

Stop/ Start - The receiving conputer can at any tinme send to the host
a Stop (ctrl-S) signal, followed by, when it is ready a Start,

(ctrl-Q.

EOB/ ACK - The sending conputer divides its file into a bl ocks (of any
conveni ent length); after each block is sent, an EOB (End of Bl ock)
character is sent (see ASCII table, Appendix IV). The user's computer
nust then respond with a ACK (Acknow edge) character.

These protocols can be used individually, together or not at all
You may be able to use the ' Show Control Codes' option to check
whet her either of the protocols are in use. Alternatively, if you
have hooked on to a service which for no apparent reason, seens to
stop in its tracks, you could try ending an ACK or Start (ctrl-F or
ctrl-S) and see if you can get things noving.

File transmission - Al terminal enulators assune you will want to
send, as well as receive, text files. Thus, in addition to the
protocol settings already nentioned, there may be additional ones for
t hat purpose, e.g. the XMODEM protocol very popular on bulletin
boards. Hackers, of course, usually don't want to place files on
renote conputers.....

Specific terminal emulation - Some software has pre-formatted sets of
characteristics to mnmic popular comercial 'dunmb' terninals. For
exanple, with a ROM costing under £60 fitted to a BBC mcro, you can
obtain alnost all of the features of DEC s VT100 termninal, which
until recently was regarded as sonething of an industry-standard and
costing just under £1000.
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O her popular ternminals are the VI52 and sone Tektroni x nodels, the
latter for graphics display. ANSI have produced a 'standard
speci fication.

Baudot characters - The Baudot code, or International Tel egraphic
Code No 2, is the 5-bit code used in telex and tel egraphy -- and in
many w re-based news services. A fewtermnal emulators include it as
an option, and it is useful if you are attenpting to hack such
services. Mst software intended for use on radio |ink-ups (see
Chapter 10) operates primarily in Baudot, with ASCII as an option

Vi ewdata ermul ation - This gives you the full, or alnost full



graphi cs and text characters of UK-standard viewdata. Viewdata tv
sets and adapters use a special character-generator chip and a few,
nmostly British-nmanufactured, mcros use that chip al so-- the Acorn

At om was one exanple. The BBC has a tel etext node which adopts the
sanme display. But for npbst micros, viewdata emulation is a natter of
using hi-res graphics to mimc the qualities of the real thing, or to
strip out nost of the graphics. Viewdata works on a screen 40
characters by 24 rows, and as sone popul ar hone m cros have 'native
di splays smaller than that, sone considerable fiddling is necessary
to get themto handle viewdata at all

In sone emulators, the option is referred to as Prestel or
M cronet--they are all the sane thing. Mcronet-type software usually
has additional facilities for fetching down tel esoftware prograns
(see Chapter 10).

Vi ewdat a ermul ators nust attend not only to the graphics
presentation, but also to split-speed operation: the usual speeds are
1200 receive fromhost, 75 transnmit to host. USA users of such
services may get themvia a packet-sw tched network, in which case
they will receive it either at 1200/1200 full duplex or at 300/ 300.

Integrated terminal enulators offering both 'ordinary'
asynchronous enul ation and viewdata ermul ation are rare: | have to use
conpletely different and non-conpati ble bits of software on nmy own
hone set - up.

Modens

Every account of what a nbdemis and does begins with the classic
expl anation of the derivation of the term let this be no exception
Modem i s a contraction of nodul at or - denodul at or

A nodem taking instructions froma conputer (pin 2 on RS232C)
converts the binary 0's and 1's into specific single tones, according
to which 'standard' is being used. In RS232C/ V24, binary 0 (ON)
appears as positive volts and binary 1 (OFF) appears as negative

vol ts.
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The tones are then fed, either acoustically via the tel ephone
nout h- pi ece into the tel ephone Iine, or electrically, by generating
the electrical equivalent direct onto the line. This is the

nodul ati ng process.

In the denodul ati ng stage, the equiprment sits on the phone |line
listening for occurrences of pre-selected tones (again according to
whi chever 'standard' is in operation) and, when it hears one,
delivers a binary 0 or binary 1 in the formof positive or negative
voltage pulses into pin 3 of the conputer's serial port.

Thi s explanation holds true for nodens operating at up to 1200
baud; above this speed, the nbdem nust be able to originate tones,
and detect them according to phase as well, but since higher-speed
wor ki ng is unusual in dial-up ports--the hacker's special interest,



we can | eave this natter to one side.

The nmodemis a relatively sinple bit of kit: on the transnmit side
it consists of a series of oscillators acting as tone generators, and
on receive has a series of narrow band-pass filters. Designers of
nodens nust ensure that unwanted tones do not |eak into the tel ephone
line (exchanges and anplifiers used by tel ephone conpanies are
sonmetines remptely controlled by the injection of specific tones) and
al so that, on the receive side, only the distinct tones used for
conmuni cations are 'interpreted' into binary 0s or 1ls. The other
engi neering requirenments are that unwanted el ectrical currents do not
wander down the tel ephone cable (to the possible risk of phone
conpany enpl oyees) or back into the user's conputer.

Until relatively recently, the only UK source of | ow speed nodens
was British Tel ecom The situation is much easier now, but
de-regul ati on of 'telephone Iine attachments', which include nodens,
is still so recent that the ordinary custoner can easily becone
confused. Moreover, nodens offering exactly the same service can vary
in price by over 300% Strictly speaking, all nbdenms connected to
t he phone line should be officially approved by BT or other
appropriate regulatory authority.

At 300 baud, you have the option of using direct-connect nodens
which are hard-wired into the tel ephone Iine, an easy enough
exerci se, or using an acoustic coupler in which you place the
t el ephone hand-set. Acoustic couplers are inherently prone to
interference fromroom noi se, but are useful for quick |ash-ups and
portabl e operation. Many acoustic couplers operate only in
‘originate' nobde, not in' answer'. Newer commercial direct- connect
nodens are cheaper than acoustic couplers.
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At hi gher speeds acoustic coupling is not recomrended, though a
75/ 1200 acoustic coupler produced in association with the Preste
M cronet service is not too bad, and is now exchanged on the
second- hand mar ket very cheaply indeed.

| prefer nodens that have proper status |ights--power on, |ine
seized, transnit and receive indicators. Hackers need to know what is
goi ng on nore than nost users.

The tabl e bel ow shows all but two of the types of service you are
likely to cone across; V-designators are the world-wide 'official’
nanes given by the CCITT; Bell-designators are the US nanes:

Service Speed Duplex Transnit Recei ve Answer
Desi gnat or 0 1 0 1

V21 orig 300(*) full 1180 980 1850 1650 -

V21 ans 300(*) full 1850 1650 1180 980 2100
V23 (1) 600 hal f 1700 1300 1700 1300 2100
V23 (2) 1200 f/h(**) 2100 1300 2100 1300 2100
V23 back 75 f/h(**) 450 390 450 390 -
Bell 103 orig 300(*) full 1070 1270 2025 2225

Bell 103 ans 300(*) full 2025 2225 1070 1270 2225



Bel | 202 1200 hal f 2200 1200 2200 1200 2025

(*)any speed up to 300 baud, can also include 75 and 110 baud
servi ces

(**)service can either be hal f-duplex at 1200 baud or asynmetrica
full duplex, with 75 baud originate and 1200 baud receive (conmonly
used as viewdata user) or 1200 transnit and 75 receive (viewdata
host)

The two exceptions are:

V22 1200 baud full duplex, two wire

Bel | 212A The US equi val ent

These services use phase nodul ation as well as tone.

British Tel ecom markets the UK services under the nanme of
Datel --details are given in Appendix V.

BT's net hods of connecting nodens to the line are either to
hard-wire the junction box (the two outer-wires are the ones you
usual ly need)--a 4-ring plug and associ ated socket (type 95A) for
nost nodens, a 5-ring plug and associ ated socket (type 96A) for
Prestel applications (note that the fifth ring isn't used)--and, for
all new equi pnent, a nodular jack called type 600. The US also has a
nodul ar jack, but of course it is not conpatible.
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Modern modem design is greatly aided by a wonder chip called the
AVD 7910. This contains nearly all the facilities to nodul ate and
denodul ate the tones associated with the popul ar speed services, both
in the CCTT and Bell standards. The only om ssion--not always made
clear in the advertisenents--are services using 1200/1200
full-duplex, ie V22 and Bell 212A

Bui I ding a nbdemis now largely a question of adding a few
peri pheral conponents, some switches and indicator lights, and a box.
In deciding which '"world standard’ nmodemto purchase, hackers shoul d
consider the follow ng features:

Status lights you need to be able to see what is happening on the
l'ine.

Har dwar e/ sof tware swi tching - cheaper versions nerely give you a
switch on the front enabling you to change speeds, originate or
answer node and CC TT or Bell tones. Mire expensive ones feature
firmvare which allows your conputer to send specially formatted

i nstructions to change speed under program control. However, to nake
full use of this facility, you may need to wite (or nodify) your
term nal enul at or

Auto-dial - a pulse dialler and associated firmvare are included in
some nore expensive nodel s. You shoul d ascertain whether the

aut o-di al er operates on the tel ephone systemyou intend to hook the
nodem up to--sone of the US 'smart' nodens present difficulties
outside the States. You will of course need software in your mcro to
address the firmvare in the nodem--and the software has to be part



of your termnal enmulator, otherw se you gain nothing in convenience.
However, with appropriate software, you can get your conputer to try
a whol e bank of numnbers one after the other

D25 connector - this is the official 'approved RS232CN24 physica
connection--useful fromthe point-of-view of easy hook-up. A nunber
of |l ower-cost nodels substitute alternative DIN connectors. You nust
be prepared to sol der up your own cables to be sure of connecting up

properly.

Docunentation | always prefer itens to be acconpani ed by proper
instructions. Since hackers tend to want to use equi pnent in
unor t hodox ways, they should | ook for good docunentation too.
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Finally, a word on buil d-your-own nodens. A nunber of popul ar
el ectroni cs nagazi nes and mmil -order houses have of fered nobdem
designs. Such nodens are not likely to be approved for direct
connection to the public tel ephone network. However, nost of them
work. If you are uncertain of your kit-constructing skills, though
renmenmber badly-built nodems can be dangerous both to your conputer
and to the tel ephone networKk.

Test Equi prent

Various itens of useful test equipment occasionally appear on the
second- hand narket--via mail-order, in conputer junk shops, in the
fl ea- market section of exhibitions and via conputer clubs.

It's worth searching out a cable 'break-out' box. This lets you
restrap a RS232C cabl e wi thout using a soldering iron--the various
lines are brought out on to an accessible matrix and you use snal |
connectors to nmake (or break) the links you require. It's useful if
you have an 'unknown' nbdem or an unusually configured conputer.

Rel at ed, but nuch nore expensive, is a RS232C/ V24 anal yser --this
gives LED status |lights for each of the inportant |lines, so you can
see what is happening.

Lastly, if you are a very rich and enthusiastic hacker, you can
buy a protocol analyser. This is usually a portable device with a
VDU, full keyboard, and sonme very clever firmware whi ch exani nes the
tel ephone line or RS232C port and carries out tests to see which of
several popul ar datacoms protocols is in use. Hewett Packard do a
ni ce range. Protocol analysers will handl e synchronous transnissions
as well as synchronous. Cost: £1500 and up...and up
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CHAPTER 4

Targets



VWher ever hackers gather, tal k soon nobves from past achi evenents
and adventures to specul ati on about what new territory might be
explored. It says nmuch about the conpartnentalisation of conputer
specialities in general and the isolation of mcro- owners from
mai nstream activities in particular that a great deal of this
di scussion is like that of navigators in the days before Col unmbus:
the charts are unreliable, full of blank spaces and confounded with

myt h.

In this chapter | amattenpting to provide a series of notes on
the main types of services potentially available on dial-up, and to
gi ve sone idea of the sorts of protocols and conventions enpl oyed.
The idea is to give voyagers an outline atlas of what is interesting
and possible, and what is not.

On-line hosts

On-line services were the first formof electronic publishing: a
series of big storage conputers--and on occasion, associ ated
dedi cated networks -- act as hosts to a group of individual databases
by providing not only mass data storage and the appropriate 'search
| anguage' to access it, but also the neans for registering, |ogging
and billing users. Typically, users access the on-line hosts via a
phone nunmber which links into a a public data network using packet
switching (there's nore on these networks in chapter 7).

The on-1ine busi ness began al nost by accident; |arge corporations
and institutions involved in conplicated technol ogi cal devel opnents
found that their libraries sinply couldn't keep track of the
publication of relevant new scientific papers, and decided to
mai ntai n i ndi ces of the papers by nane, author, subject-matter, and
so on, on conputer. One of the first of these was the arnanents and
aircraft conmpany, Lockheed Corporation

In tinme the scope of these indices expanded and devel oped and
outsiders -- sub-contractors, research agencies, universities,
gover nment enpl oyees, etc were granted access. Ot her organi sations
with simlar information-handling requirements asked if space could
be found on the conputer for their needs.
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Eventual | y Lockheed and others recognised the begi nnings of a quite
separate business; in Lockheed's case it lead to the foundation of

Di al ogue, which today acts as host and marketing agent for al nost 300
separ at e dat abases. O her on-line hosts include BRS (Bibliographic
Retrieval Services), Conshare (used for sophisticated financial
nodel I i ng), DataStar, Blaise (British Library) I P Sharp, and

Eur onet - Di ane.

On-line services, particularly the ol der ones, are not especially
user-friendly by nodern standards. They were set up at a tine when
both core and storage nenory was expensive, and the search | anguages
tend to be abbreviated and fornal. Typically they are used, not by
t he eventual customer for the information, but by professiona



internediaries--librarians and the like-- who have undertaken speci al
courses. Originally on-line hosts were accessed by dumb term nal s,
usually teletypewiters |like the Texas Wiisperwiter portable with
built-in acoustic nodem rather than by VDUs. Today the trend is to
use 'front-end' intelligent software on an | BM PC which allows the
nai ve user to pose his/her questions informally while offline; the
software then redefines the informati on request into the formal

| anguage of the on-1line host (the user does not w tness this process)
and then goes on-line via an auto-dial nodemto extract the
information as swiftly and efficiently as possible.

On-line services require the use of a whole series of passwords:
the usual NU and NUA for PSS (see chapter 7), another to reach the
host, yet another for the specific infornmation service required.
Charges are either for connect-tine or per record retrieved, or
sonetines a conbination

The categories of on-line service include bibliographic, which
nerely indexes the existence of an article or book--you nust then
find a physical copy to read; and source, which contains the article
or extract thereof. Full-text services not only contain the conplete
article or book but will, if required, search the entire text (as
opposed to mere keywords) to locate the desired information. An
exanple of this is LEXIS, a vast |egal database which contains nearly
all inmportant US and English |aw judgenents, as well as statutes.

News Services

The vast majority of news services, even today, are not, in the
strictest sense, conputer-based, although conputers play an inportant
role in assenbling the information and, depending on the nature of

t he newspaper or radio or tv station receiving it, its subsequent
handl i ng.
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The worl d's big press agencies--United Press, Associated Press,
Reut ers, Agence France Presse, TASS, Xi nhua, PAP, VoA -- use telex
techni ques to broadcast their stories. Permanent |eased tel egraphy
I ines exist between agenci es and custoners, and the technology is
pure telex: the 5-bit Baudot code (rather than ASCI1) is adopted,
giving capital letters only, and 'mark' and space' are sent by
changi ng voltage conditions on the line rather than audi o tones.
Speeds are 50 or 75 baud.

The user cannot interrogate the agency in any way. The stories
cone in a single streamwhich is collected on rolls of paper and then
used as per the contract between agency and subscriber. To hack a
news agency line you will need to get physically near the appropriate
| eased line, tap in by neans of an inductive |oop, and convert the
changi ng voltage levels (+80 volts on the line) into something your
RS232C port can handle. You will then need software to translate the
Baudot code into the ASCI| which your conputer can handle internally,
and di splay on screen or print to a file. The Baudot code is given in
Appendi x | V.



None of this is easy and will probably involve breaches of severa
l aws, including theft of copyright material! However a nunber of news
agenci es also transmt services by radio, in which case the signals
can be hijacked with a short-wave receiver. Chapter 9 expl ains.

Hi storic news, as opposed to the current stuff fromagencies, is
now becom ng avail able on-line. The New York Tines, for exanple, has
long held its stories in an electronic 'norgue’ or clippings library.
Initially this was for internal use, but for the |last several years
it has been sold to outsiders, chiefly broadcasting stations and
| arge corporations. You can search for infornmation by a conbination
of keyword and date-range. The New York Times Information Bank is
avai |l abl e through several on-1line hosts.

As the world's great newspapers increasingly nove to el ectronic
means of production--journalists working at VDUs, sub-editors
assenbl i ng pages and direct-input into photo-typesetters--the
addi ti onal cost to each newspaper of creating its own norgue is
relatively slight and we can expect to see many nore conmer ci al
servi ces.

In the meantine, other publishing organi sati ons have sought to
make available articles, extract or conplete, fromleadi ng magazi nes
al so. Two UK exanpl es are Finsbury Data Services' Textline and
Dat asolve's d Reporter, the latter including material fromthe BBC s
noni toring service, Associated Press, the Econom st and the Guardian
Textline is an abstract service, but Wrld Reporter gives the ful
text. In October 1984 it already held 500 million English words.
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In the US there is NEXIS, which shares resources with LEXIS; NEXI S
held 16 million full text articles at that same date. Al these
services are expensive for casual use and are accessed by dial-up
usi ng ordi nary asynchronous protocols.

Many el ectronic newsroons al so have dial-in ports for reporters
out on the job; depending on the systemthese ports not only allow
the reporter to transmt his or her story froma portable conputer,
but may al so (like Basys Newsfury used by Channel Four News) |et them
see news agency tapes, read headlines and send electronic mail. Such
systems have been the subject of considerabl e hacker specul ation

Fi nanci al Services

The financial world can afford nore computer aids than any ot her
non- governnental sector. The vast potential profits that can be made
by tradi ng huge bl ocks of currency, securities or commodities--and
t he extraordi nary advantages that a slight 'edge' in information can
bring--have neant that the City, Wall Street and the equivalents in
Hong Kong, Japan and nmj or European capitals have been in the
forefront of getting the nost from hi gh-speed conms.

Ten years ago the sole formof instant financial information was
the ticker tape--tel egraphy technol ogy delivering the | atest share
price novenents in a highly abbreviated form As with its news



equi val ents, these were broadcast services (and still are, for the
services still exist) sent along | eased tel egraph lines. The user
could only watch, and 'interrogation' consisted of back-tracking
al ong a tape of paper. Extel (Exchange Tel egraph) continues to use
this technique, though it is gradually upgrading by using vi ewdata
and intelligent termnals.

However, just over ten years ago Reuters put together the first
packages whi ch gave sonme intelligence and 'questioning power' to the
end user. Each Reuters' Monitor is intelligent, containing (usually)
a DEC PDP-8 series mni and sone firmmvare which accepts and sel ects
the stream of data fromthe host at the far end of the |eased |ine,
marshal |l s interrogati on requests and takes care of the | ocal display.
Information is formatted in 'pages' rather |ike viewdata franes, but
wi thout the colour. There is little point in eavesdropping into a
Reuters |ine unless you know what the terminal firmvare does. Reuters
now face an aggressive rival in Telerate, and the fight is on to
deliver not only fast conprehensive prices services but internationa
screen-based dealing as well. The growh of Reuters and its rivals is
an illustration of technology creating nmarkets--especially in
i nternational currency--where none existed before.
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The first sophisticated Stock Exchange prices 'screens' used
nodi fied closed circuit television technology. London had a system
call ed Market Price Display Service--MDS--which consisted of a
nunber of tv displays of current prices services on different
' channel s' which could be selected by the user. But London now uses
TOPIC, a leased line variant on viewdata technol ogy, though with its
magazi ne-1i ke arrangenment and auto-screen refresh, it has as nmuch in
conmmon with teletext as Prestel. TOPIC carries about 2,500 of the
total 7,500 shares traded in London, plus selected analytica
material frombrokers. Datastreamrepresents a much higher |evel of
sophistication: using its £40,000 plus pa term nals you can conpare
historic data-- price novenents, novenents agai nst sector indices
etc--and chart the results.

The hacker's reward for getting into such systenms is that you can
see share and other prices on the nove. None of these prices is
confidential; all could be obtained by ringing a stockbroker
However, this situation is likely to change; as the Cty nmakes the
change fromthe traditional broker/jobber nmethod of dealing towards
speci al i st market making, there will then be electronic prices
services giving privileged information to specialist share deal ers.
Al'l these services are only available via leased lines; City
prof essional s would not tolerate the del ays and uncertainties of
dial-up facilities. However dial-up ports exist for denpnstrations,
exhi bi tions, engineering and as back-up--and a | ot of hacking effort
has gone into tracki ng them down.

In the United States, in addition to Reuters, Telerate and | oca
equi val ents of official streans of stock exchange and over-t he-
counter data, there is Dow Jones, best known internationally for its
mar ket indices simlar to those produced by the Financial Tinmes in
London. Dow Jones is in fact the owner of the Wall Street Journal and
some influential business magazines. Its Dow Jones News/Retrieva



Service is ainmed at businesses and private investors. It features
current share prices, deliberately delayed by 15 minutes, historic
price data, which can be charted by the user's own computer
(typically an Apple or IBMPC) and historic 'norgue' type conpany
news and anal ysis. Extensions of the service enable custoners to
exam ne accounts of conpanies in which they are interested. The bul k
of the information is US-based, but can be obtai ned world-w de via
packet - swi tchi ng networks. All you need are the passwords and speci al
sof t war e
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Busi ness | nformation

Busi ness information is usually about the credit-worthiness of
conpani es, company annual reports, trading opportunities and nmarket
research. The biggest electronic credit data resource is owned by the
i nternational conpany Dun & Bradstreet: during 1985-86 it is due to
spend £25m on neking its data available all over Europe, including
the UK. The service, which covers nore than 250,000 UK busi nesses, is
call ed DunsPrint and access is both on-line and via a vi ewdata
front-end processor. Another credit agency, CNN Services, extensively
used already by the big clearing banks, and wi th 3000 custoners
accessing information via viewdata sets, has recently al so announced
an extended electronic retrieval service for its own called Guardian
Busi ness Information A third UK credit service avail able
electronically is called InfoLink

In addition, all UK conpani es quoted on the London Stock Exchange
and nany others of any size who are not, have a report and anal ysis
avai l able from I CC (I nterConpany Conpari sons) who can be accessed via
on--line dial--up, through a viewdata interface and al so by
Dat ast ream custoners. Dun & Bradstreet al so have an on--line service
call ed KBE covering 20,000 key British enterprises.

Prodi gi ous quantities of credit and background data on US
conpani es can be found on several of the nmajor on--line hosts. A
valid phone nunber, passwords and extracts fromthe operations nanual
of one of the largest US services, TRW-it has credit histories on 90
mllion people--sat on sone hackers' bulletin boards (of which nuch
nore later) for over twelve nonths during 1983 and 1984 before the
conpany found out. No one knows how many tines hackers accessed the
service. According to the Washi ngton Post, the password and nanual
had been obtained froma Sears Roebuck national chain store in
Sacranment o; sone hackers clained they were able to alter credit
records, but TRWmaintain that tel ephone access to their systens is
designed for read-only operations alone, updating of files taking
pl ace solely on magnetic tape.

US mar ket research and risk analysis cones fromFrost Sullivan
Ri sk analysis tells international businessnen which countries are
politically or econom cally unstable, or likely t becone so, and so
unsafe to do business with. I once found nyself accessing a
vi ewdat a- based i nternational assessnent service run b a conpany
called Control Risks, which reputedly has strong Iink to the Speci al
Air Service. As so often happens when hacker think they are about to



uncover secret know edge, the actual data files seened relatively
trivial, the sort of judgements that could be made by a bright sixth
former who read posh newspapers and thoughtful weekly magazi nes.
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University facilities

In conplete contrast to conputers that are used to store and
present data are those where the value is to deliver processing power
to the outside world. Paranpunt anmong these are those installed in
universities and research institutes.

Al t hough hackers frequently acquire phone nunmbers to enter such
machi nes, what you can do once you are there varies enornmously. There
are usually tiers and banks of passwords, each allowing only limted
access to the range of services. It takes considerabl e know edge of
the machi ne's operating systemto break through fromone to anot her
and indeed, in sone cases, the operating systemis so thoroughly
enbedded in the mainfrane's hardware architecture that the
substantial nodifications necessary to permt a hacker to roamfree
can only be done froma few designated terminals, or by having
physi cal access to the nachi ne. However, the hobbyist bulletin board
system quite often provi des passwords giving access to ganes and the
ability to wite and run prograns in exotic |anguages--my own first
hands--on experience of Unix cane in exactly this way. There are
bull etin boards on mainfranes and even, in some cases, boards for
hacker s!

G ven the nature of hacking, it is not surprising that sone of the
earliest japes occurred on computers owned by universities. Way back
in the 1970s, MT was the location of the fanpbus ' Cookie Mnster',
inspired by a character in the then-popular Rowan & Martin Laugh-in
tel evisi on show. As soneone worked away at their termnal, the word
'cooki e’ woul d appear across their screen, at first slowy w ping out
the user's work. Unless the user nmoved quickly, things started to
speed up and the machi ne woul d flash urgently: "Cookie, cookie, give
me a cookie". The whole screen would pulse with this nessage until
after a while, the hacking programrelented and the 'Mnster' would
clear the screen, |eaving the nessage: "I didn't want a cookie
anyway." It would then disappear into the conputer until it snared
anot her unsuspecting user. You could save yourself fromthe Monster
by typing the word "Cookie", to which it replied "Thank you" and then
vani shed.

In another US case, this time in 1980, two kids in Chicago,
calling thenmsel ves System Cruncher and M adinir, entered the computer
at DePaul University and caused a system crash which cost $22,000 to
fix. They were prosecuted, given probation and were then made a novi e
of fer.
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In the UK, nany inportant university and research institution

conput ers have been |inked together on a special data network called
SERCNET. SERC i s the Science and Engi neeri ng Research Counci l



Al t hough nost of the conputers are individually accessible via PSS,
SERCNET nmekes it possible to enter one conputer and pass through to
others. During early 1984, SERCNET was the target of much hacker
attention; a fuller account appears in chapter 7, but to anticipate a
little, a local entry node was di scovered via one of the London
University college conputers with a denonstration facility which, if
asked nicely, disgorged an operating manual and |list of 'addresses'.
One of the minor joys of this list was an entry labelled "Gateway to
the Universe", pure Htch-hiker nmaterial, concealing an extensive
long-termnulti-function comunications project. Eventually sone
hackers based at a hone counties university nanaged to di scover ways
of roam ng free around the network...

Banki ng

Pronmi nent anong public fantasies about hackers is the one where
banks are entered el ectronically, accounts exam ned and sonme noney
noved fromone to another. The fantasies, bolstered by
under - resear ched | ow budget novies and tv features, arise from
confusing the details of several actual happenings.

Most 'renote stealing' frombanks or illicit obtaining of account
details touch conputers only incidentally and invol ve straight-
forward fraud, conning or bribery of bank enployees. In fact, when
you think about the effort involved, human nmet hods woul d be nuch nore
cost-effective for the crimnal. For hackers, however, the very
consi derable effort that has been nmade to provide security nakes the
systens a great challenge in them selves.

In the United Kingdom the banking scene is dominated by a handfu
of large conmpanies with many branches. Cheque cl earing and account
mai nt enance are conducted under conditions of high security with
consi derabl e i solation of key elenents; inter-bank transactions in
the UK go through a schene called CHAPS, C earing House Automatic
Paynents System which uses the X 25 packet swi tching protocols (see
chapter 7). The network is based on Tandem nachi nes; half of each
machi ne is conmon to the network and hal f unique to the bank. The
encryption standard used is the US Data Encryption Standard. Certain
parts of the network, relating to the en- and de-cryption of
nmessages, apparently auto-destruct if tanmpered wth.
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The service started early in 1984. The international equival ent
is SWFT (Society for Wrldw de | nterbank Financial Transactions);
this is also X 25- based and it handl es about half-a-nillion nessages
a day. |If you want to | earn someone's bal ance, the easiest and nost
reliable way to obtain it is with a plausible call to the |oca
branch. If you want sonme easy noney, steal a cheque book and cheque
card and practise signature imtation. O, on a grander scale, follow
t he exanmpl e of the £780, 000 kruggerand fraud in the City. Thieves
intercepted a tel ephone call froma solicitor or bank manager to
"authenticate' forged drafts; the gold coins were then delivered to a
bogus conpany.

In the United States, where federal lawlimts the size of an



i ndi vidual bank's operations and in international banking, direct
attacks on banks has been much easi er because the technol ogy adopted
is much cruder and nore use is nade of public phone and telex |ines.
One of the favourite techni ques has been to send fake authorisations
for noney transfers. This was the approach used agai nst the Security
Nati onal Pacific Bank by Stanley R fkin and a Russian dianond deal er
in Geneva. $10.2m nmoved from bank to bank across the United States
and beyond. Rifkin obtained code nunbers used in the bilateral Test
Keys. The trick is to spot weaknesses in the cryptographic systens
used in such authorisations. The specifications for the systens

t hensel ves are openly published; one conmputer security expert, Leslie
ol dberg, was recently able to take apart one scheme--proposed but
not actually inpl enented--and show that rmuch of the 'key' that was
supposed to give high | evel cryptographic security was technically
redundant, and could be virtually ignored. A surprisingly ful

account of his 'perfect' fraud appears in a 1980 issue of the journa
Conput er Fraud and Security Bulletin.

There are, however, a few areas where banking is beconing
vul nerable to the less mathenmatically literate hacker. A nunber of
i nternational banks are offering their big corporation custoners
special facilities so that their Treasury Departnents (which ensure,
anong ot her things, that any spare mllion dollars are not left doing
not hi ng over night but are earning short-terminterest) can have
direct access to their account details via a PC on dial-up. Again,
tel ebanking is now available via Prestel and sone of its overseas
imtators. Although such services use several |ayers of passwords to
val idate transactions, if those passwords are m s-acquired, since no
signatures are invol ved, the bank account becones vul nerabl e.
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Finally, the network of ATMs (hole-in-the-wall cash machines) is
expandi ng greatly. As nentioned early in this book, hackers have
identified a nunber of bugs in the machines. None of them
incidentally, lead directly to fraud. These nachi nes all ow card-
hol ders to extract cash up to a finite imt each week (usually
£100). The magnetic stripe contains the account nunber, validation
details of the owner's PIN (Personal ldentity Nunber), usually 4
digits, and a record of how much cash has been drawn that week. The
ATMis usually off-line to the bank's nmain conputer and only goes
on-line in two circunstances--first, during business hours, to
respond to a custoner's 'bal ance request'; and second, outside
regul ar hours, to take into local nmenory lists of invalid cards which
should not be returned to the custoner, and to dunp out cheque book
and printed statenent requests.

Hackers have found ways of getting nore than their cash lint each
week. The ATMs bel onging to one clearing bank could be 'cheated' in
this way: you asked for your maxi num anount and then, when the
transacti on was al nost conpl eted, the ATM asked you ' Do you want
anot her transaction, Yes/No?' If you responded 'yes' you could then
ask for--and get--your credit limt again, and again, and again. The
weakness in the systemwas that the magnetic stripe was not
overwitten to show you had had a transaction till it was physically
ej ected fromthe nachine. This bug has now been fi xed.



A related but nore bizarre bug resided for a while on the ATMs
used by that first bank's nbst obvious High Street rivals. In that
case, you had to first exhaust your week's limt. You then asked for
a further sum say £75. The nachi ne refused but asked if you wanted a
further transaction. Then, you slowy decrenented the amunts you
were asking for by £5...70, 65, 60...and so on, down to £10. You then
told the ATMto cancel the last £5 transaction...and the machi ne gave
you the full £75. Some hackers firmly believe the bug was pl aced
there by the original software witer. This bug too has now been
fixed.

Nei t her of these quirks resulted in hackers 'w nning' money from
t he banks involved; the accounts were in every case, properly
debited. The only victory was to beat the system For the future,
note that the cost of magnetic stripe reader/witers which interface
to PCs is dropping to very low levels. | await the first inevitable
news reports.

El ectroni c Mi

El ectronic mail services work by storing messages created by sone
users until they are retrieved by their intended recipients.
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The ingredients of a typical systemare: registration/logging on
facilities, storage, search and retrieval, networking, timng and
billing. Electronic mail is an easy add-on to nost mai nfrane
installations, but in recent years various organi sati ons have sought
to market services to individuals, conpanies and industries where
electronic mail was the main purpose of the system not an add-on

The system software in widest use is that of ITI-Dialcom it's the
one that runs Tel ecom Gol d. Another successful package is that used
in the UK and USA by Easylink, which is supported by Cable & Wrel ess
and West ern Uni on.

In the Dial com Tel ecom Gold service, the assunption is nade that
nost users will want to concentrate on a relatively narrow range of
correspondents. Accordingly, the way it is sold is as a series of
systems, each run by a 'nmanager': sonmeone within a conpany. The
"manager' is the only person who has direct contact with the
electronic mail owner and he in turn is responsible for bringing
i ndi vidual users on to his 'system -- he can issue 'nmil boxes
direct, deternmine tariff levels, put up general nessages. |n nost
ot her services, every user has a direct relationship with the
el ectronic mail conpany.

The services vary according to their tariff structures and | evels;
and also in the additional facilities: some offer bi-directiona
interfaces to telex; and sonme contain electronic nagazines, a little
i ke videotex.

The basic systens tend to be quite robust and hacking is mainly
concentrated on second-guessing users |IDs. Many of the systens have
now sought to increase security by insisting on passwords of a



certain length--and by giving users only three or four attenpts at

| oggi ng on before closing down the line. But increasingly their
customers are using PCs and special software to automate | ogging-in.
The software packages of course have the IDs nicely pre-stored...

Gover nnent conputers

Anong hackers thensel ves the richest source of fantasising
revol ves around official conputers like those used by the tax and
nati onal insurance authorities, the police, arned forces and
intelligence agencies.

The Pentagon was hacked in 1983 by a 19-year-old Los Angel es
student, Ronald Austin. Because of the techniques he used, a ful
account is given in the operating systens section of chapter 6. NASA,
t he Space Agency, has al so acknowl edged that its e-mmil system has
been breached and that nessages and pictures of Kilroy were left as
graffiti.

** Page 40

This | eaves only one outstanding nmega-target, Platform the gl oba
data network of 52 separate systens focused on the headquarters of
the US's el ectronic spooks, the National Security Agency at Fort
Meade, Maryland. The network includes at |east one Cray-1, the worlds
nost power ful numnber-cruncher, and facilities provided by GCHQ at
Chel t enham

Al t hough I know UK phone freaks who claimto have nanaged to
appear on the internal exchanges used by Century House (ML6) and
Curzon Street House (ML5) and have wandered al ong AUTOVON, the US
secure mlitary phone network, | am not aware of anyone bold or
cl ever enough to have penetrated the UK' s npbst secure conputers.

It nust be acknow edged that in general it is far easier to obtain
the informati on held on these machi nes--and | esser ones |ike the DVLC
(vehicle licensing) and PNC (Police National Conputer)-- by crimna
means than by hacking -- bribery, trickery or blackmail, for exanple.
Neverthel ess, there is an interesting hacker's exercise in
denonstrating how far it is possible to produce details from open
sources of these systens, even when the details are supposed to be
secret. But this relates to one of the hacker's own secret
weapons- -t horough research, the subject of the next chapter
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CHAPTER 5

Hackers' Intelligence

O all the features of hacking that nystify outsiders, the first
is how the hackers get the phone nunbers that give access to the
conput er systens, and the passwords that open the data. O all the



ways in which hacking is portrayed in filnms, books and tv, the nost
m sl eading is the concentration on the inmage of the solitary genius
bashi ng away at a keyboard trying to 'break in'.

It is nowtine to reveal one of the dirty secrets of hacking:
there are really two sorts of hacker. For this purpose | wll cal
themthe trivial and the dedi cated. Anyone can becone a trivia
hacker: you acquire, from soneone el se, a phone nunber and a password
to a system you dial up, wait for the whistle, tap out the password,
browse around for a few nminutes and log off. You've had sone fun,
per haps, but you haven't really done anything except follow a
wel | - mar ked path. Mst unaut hori sed conmputer invasions are actually
of this sort.

The dedi cated hacker, by contrast, nakes his or her own
di scoveries, or builds on those of other pioneers. The notto of
dedi cated hackers is nodified directly froma celebrated split
infinitive: to boldly pass where no man has hacked before.

Successful hacki ng depends on good research. The material s of
research are all around: as well as direct hacker-oriented nateri al
of the sort found on bulletin board systens and heard in qui et
corners during refreshnent breaks at computer clubs, huge quantities
of useful literature are published daily by the marketing departnents
of conputer conpanies and given away to all coners: sheaves of
stationery and lorry |l oads of internal docunentation containing
i mportant clues are left around to be picked up. It is up to the
hacker to recognise this treasure for what it is, and to assenble it
inaformin which it can be used.

Anyone who has ever done any intelligence work, not necessarily
for a government, but for a conpany, or who has worked as an
investigative journalist, will tell you that easily 90% of the
i nfornati on you want is freely available and that the difficult part
is recognising and analysing it. O the remaining 10% well over
hal f can usually be inferred fromthe material you al ready have,
because, given a desired objective, there are usually only a limted
nunber of sensible solutions.
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You can go further: it is often possible to test your inferences and,
havi ng done that, develop further hypotheses. So the dedicated
hacker, far fromspending all the tine staring at a VDU and 'trying
things' on the keyboard, is often to be found wanderi ng around

exhi bitions, attending denpbnstrations, picking up literature, talking
on the phone (voice-npde!) and scavenging in refuse bins.

But for both trivial operator, and the dedi cated hacker who wi shes
to consult with his colleagues, the bulletin board novenment has been
the single greatest source of intelligence.

Bul | eti n Boards

Si nce 1980, when good software enabling solitary mcro-conputers
to offer a welcone to all callers first became wi dely avail able, the



bull etin board novenent has grown by | eaps and bounds. If you haven t
| ogged on to at | east one already, nowis the time to try. At the
very least it will test out your conputer, nbdem and software --and
your skills in handling them Current phone nunbers, together with
system hours and coms protocol requirenents, are regularly published
in conputer mags; once you have got into one, you will usually find
current details of nost of the others.

Sonmewhere on nost boards you will find a series of Special
Interest Group (SIG sections and anpong these, often, will be a
Hacker's Club. Entrance to each SIGw Il be at the discretion of the
Sysop, the Bulletin Board owner. Since the BBS software allows the
Sysop to conceal fromusers the list of possible SIGs, it may not be
i medi at el y obvi ous whet her a Hacker's section exists on a particular
board. Often the Sysop will be anxious to forma view of a new
entrant before admitting himor her to a 'sensitive' area. It has
even been known for bulletin boards to carry two hacker sections:
one, adnission to which can be fairly easily obtained; and a second,
the very existence of which is a tightly-controlled secret, where
mutual ly trusting initiates swap infornmation.

The first timer, reading through a hacker's bulletin board, wll
find that it seens to consist of a series of discursive conversations
between friends. Cccasionally, soneone may wite up a summary for
nore uni versal consunption. You will see questions being posed. if
you feel you can contribute, do so, because the whole idea is that a
BBS is an informati on exchange. It is considered crass to appear on a
board and sinply ask 'Got any good numbers?; if you do, you will not
get any answers. Any questions you ask should be highly specific,
show that you have al ready done sone ground-work, and nake clear that
any results derived fromthe help you receive will be reported back
to the board.
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Confidential notes to individuals, not for general consunption,
can be sent using the E-Mail option on the bulletin board, but
renmenmber, nothing is hidden fromthe Sysop

A flavour of the type of material that can be seen on bulletin
boards appears fromthis slightly doctored excerpt (I have renoved
some of the menu sequences in which the system asks what you want to
do next and have deleted the identities of individuals):

Msg#: 3538 *Mbodem Spot *

01/ 30/ 84 12:34:54 (Read 39 Ti nes)

From XXXXXXXXXX

To: ALL

Subj : BBC/ MAPLI N MODEMS

RE THE CONNECTI ONS ON THE BBC/ MAPLI N MODEM SETUP. THE crs PIN | S USED TO
HANDSHAKE W TH THE RTS PIN E.G ONE UNI T SENDS RTS ( READY TO SEND) AND
SECOND UNI T REPLIES CTS (CLEAR TO SEND). USUALLY DONE BY TAKING PIN HGH. |IF
YOU STRAP I T HHGH | WOULD SUGGEST VI A A 4K7 RESI STOR TO THE VCCU +VE RAIL (5V).
IN THE EVENT OF A BUFFER OVERFLOW THESE RTS/ CTS PI NS ARE TAKEN LOW AND THI S
STOPS THE DATA TRANSFER. ON A 25WAY D TYPE CONNECTOR TX DATA IS PIN 2

RX DATA IS PIN 3

RTS IS PIN 4



CISISPINS
GROUND IS PIN 7

ALL THE BEST -- ANY COMMIO XXXXXXXXX
( DATA COMMVB ENG NEER)

Msg#: 3570 *Mbdem Spot *

01/31/84 23:43:08 (Read 31 Tinmes)

From  XXOOKXXXXX

To:  XXOKKXXXXXX

Subj : REPLY TO MsG# 3538 (BBC/ MAPLI N MODEMS)

ON THE BBC COMPUTER I T IS EASI ER TO CONNECT THE RTS ( READY TO SEND) PIN HE
CTS (CLEAR TO SEND) PIN. THI S OVERCOMES THE PROBLEM OF HANDSHAKI NG

SI NCE THE MAPLI N MODEM DOES NOT HAVE HANDSHAKI NG | HAVE PUT My RTS CTS JUWMPER
I NSI DE THE MODEM MY CABLES ARE THEN STANDARD AND CAN BE USED W TH HANDSHAKERS
REGARDS

Hsg#: 3662 *HACKER S CLUB*

02/ 04/ 84 23:37:11 (Read 41 Ti nes)

From  XXXXXXXXXX

To: ALL

Subj : PUBLI C DATA NET

Does anyone know what the Public Data Net is? | appear to have access to it, &
| daren't ask what it isl!

Al so, can anyone tell ne nore about the Prinenet systens... Again | seemto
have t he means, but no info. For instance, | have a relative who |logs on to
another Prime Both of our systems are on Prinmenet, is there any way we can
conmuni cat e?

More info to those who want it...

<N>ext nsg, <R>eply, or <S>top?
Msg has replies, read nom(Y/ N)? vy

Reply has been del et ed
<N>ext nsg, <R>eply, or <S>top?

Msg#: 3739 *HACKER S CLUB*

02/ 06/ 84 22:39:06 (Read 15 Ti nes)

From XXXXXXXXXX

To: XXXXXXXXXX

Subj: REPLY TO MSG# 3716 (PRI MENET COWVB)

Ahh, but what is the significance of the Address-does it nean a PSS nunber. or
sone thing like that? Meanwhile, 1'Il get on-line (via voice-link on the phone!)
to ny cousin, and see what he has on it....
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Msg#: 3766 *HACKER S CLUB*

02/ 07/ 84 13:37:54 (Read 13 Ti nes)

From XXXXXXXXXXX

TO: XXXXXXXXXXX

Subj: REPLY TO MsGH 3751 (PUBLI C DATA NET)

Primenet is a local network. | know of one in Poole, An BTCGold use
one between their systens too. It |Is only an internal network, |
suggest using PSS to conmuni cate between different prines. Cheers.



<N>ext nsg, <R>eply, or <S>top?

Msg#: 3799 *BBC

02/ 07/ 84 22:09:05 (Read 4 Tinmes)

From XXXXXXXXXXX

To: XXXXXXXXXXX

Subj: REPLY TO MsG# 3751 (RGB VI DEO)

The normal video output BNC can be nade to produce col our video by
making a link near to the bnc socket on the pcb. details are in the
advanced user guide under the chapter on what the various |inks do.
If you require more | will try to help, as | have done this nod and
it works fine

Meg#: 935 * EREVWHON*

09/ 25/ 83 01:23: 00 (Read 90 Ti nes)

From XXXXXXXXXX

To: ALL

Subj : US PHONE FREAKI NG

USA Phone Freaking is done with a 2 out of 5 Code. The tones nust be
with 30Hz, and have less than 1% Di stortion

Master Tone Frequency = 2600 Hz.

>1 = 700 & 900 Hz

>2 = 700 & 1100 Hz
>3 = 900 & 1100 HZ
>4 = 700 & 1300 Hz
>5 = 900 & 1300 Hz
>6 = 1100 & 1300 Hz
>7 = 700 & 1500 HZ
>8 = 900 & 1500 Hz
>9 = 1100 & 1500 Hz
>0 = 1300 & 1500 Hz

>Start Key Signal = 1100 & 1700 Hz

>End Key Signal = 1300 & 1700 Hz

> Mlitary Priority Keys 11=700 & 1700 ; 12=900 & 1700 - | don't
recommend using these. ( The method of use will be explained in a
separate note. DO NOT DI SCLOSE WHERE YOU GOT THESE FREQUENCI ES TO
ANYONE!

Msg#: 936 * EREWHON*

09/ 20/ 83 01: 34: 43 (Read 89 Ti nes)
From XXXXXXXXXXXX

To: ALL

Subj : UK PHONE FREAKI NG

The UK System al so uses a 2 out of 5 tone pattern.

The Master Frequency is 2280 Hz

> = 1380 & 1500 Hz
>2 = 1380 & 1620 Hz
>3 = 1500 & 1620 Hz
>4 = 1380 & 1740 Hz
>5 = 1500 & 1740 Hz
>6 = 1620 & 1740 Hz
>7 = 1380 & 1860 Hz
>8 = 1500 & 1860 Hz
>9 = 1620 & 1860 Hz



>0 = 1740 & 1860 Hz
>Start Key = 1740 & 1980 ; End Keying
>Unused | think 11 = 1380 & 1980 ; 12

1860 & 1980 Hz
1500 & 1980 Hz

This is fromthe CCTT Wite Book Vol. 6 and is known as SSMF No. 3
to sone B.T. Personnel

The 2280 Hz tone is being filtered out at many exchanges so you nay
need quite high level for it to work.
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Msg#: 951 * EREWHON*

09/21/83 17:44:28 (Read 79 Ti nes)

From XXXXXXXXXX

To: PHONE FREAK' s

Subj : NEED YQU ASK ?

In two ot her nessages you will find the frequencies listed for the

I nternal phone systemcontrols. This note is intended to explain how
the system coul d be operated. The central feature to realise is that

( especially in the (USA) the routing information in a call is not in
the Dialled Code. The normal sequence of a call is that the Area Code
is received while the Subscriber No. |Is stored for a short period.

The Local Exchange reads the area code and selects the best route at
that tinme for the call. The call together with a new "I NTERNAL"
dialling code Is then sent on to the next exchange together with the
subscri ber number. This is repeated fromarea to area and group to
group. The systemthis way provides many routes and corrects itself
for failures.

The Techni que. nmake a Long Distance call to a nunber which does not
answer. Send down the Master Tone. (2600 or 22080 Hz) This wll
clear the Iine back, but |eave you in the system You nay now send
the "Start key Pulse" followed by the Routing Code and the Subscriber
No. Finish with the "End keying Pul se". The system sees you as being
a di stant exchange requesting a route for a call.

Meanwhi | e back at the hone base. Your |ocal exchange will be | ogging
you in as still ringing on the first call. There are further problens
inthis in both the USA and the UK as the techni ques are understood
and di sapproved of by those in authority. You nay need to have a
fairly strong signal into the systemto get past filters present on
the I'ine. Warning newer exchanges may link these filters to al arns.
Try froma phone box or a Public Place and see what happens or who
COnes.

Exanple:- To call fromwi thin USA to Uk

> Ring Toll Free 800 Nunber

> Send 2600 Hz Key Pul se

> When |ine goes dead you are in trunk |eve

> Start Pulse 182 End Pulse = Wiite Plains N.Y. Gateway continued in
next nessage

Hsg#: 952 * EREWHON*

09/21/83 18:03:12 (Read 73 Ti nes)
From XXXXXXXXXX

To: PHONE FREAKS



Subj: HOWTO DO I T PT 2

> Start Pulse 044 = United Kingdom

> 1 = London ( Note no | eading O please )

> 730 1234 = Harrods Departnment Store.

Any info on internal address codes woul d be appreciated from any

cal l ers.

Msg#: 1028 * EREVWHON*

09/ 25/ 83 23:02:35 (Read 94 Ti nes)
From XXXXXXXXXXXX

To: ALL

Subj : FREEFONE PART |

The following info comes froma leaflet entitled ' FREEFONE' :

"British Telecom s recent record profits and continui ng appal ling
service have pronpted the circulation of this infornmation. It
conpri ses a nethod of naking tel ephone calls free of charge.”

Circuit D agram
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S1 = XXX

Cl = XXX

D1 = XXX

D2 = XXX

R1L = XXX

Cont i nued. . .

MBGH#: 1029 * EREVWHON*

09/ 25/ 83 23:19:17 (Read 87 Ti nes)
From XXXXXXXXXXX

To: ALL

Subj : FREEFONE PART 2

Crcuit Qperation:

The circuit inhibits the charging for

incomng calls only. Wen a



phone is answered, there is nornally approx. 1 OOmM DC | oop current
but only 8mA or so is necessary to polarise the mc In the handset.
Drawing only this small anount is sufficient to fool BT s ancient
"El ectric Meccano".

It's extrenely sinple. When ringing, the polarity of the line
reverses so D1l effectively answers the call when the handset is
lifted. When the call is established, the line polarity reverts and
RL Iimts the loop current while D2 is a LED to indicate the circuit
is in operation. Cl ensures speech is unaffected. S1 returns the

t el ephone to nornal

Local calls of unlimted length can be nade free of charge. Long

di stance calls using this circuit are prone to autonatic

di sconnection this varies fromarea to area but you will get at |east
3 mnutes before the line is closed down. Further experinentation
shoul d bear fruit in this respect.

Sith the phone on the hook this circuit is conpletely undetectable.
The switch should be cLosed if a call is received froman operator
for exanple, or to nake an outgoing call. It has proved extrenely
useful, particularly for friends phoning from pay phones w th jamed
coin slots.

*Pl ease DO NOT tell ANYONE where yoU found this infornation*

Msg#: 1194 * EREVWHON*

10/ 07/ 83 04:50: 34 (Read 81 Tines)
Fronm XXXXXXXXXXXX

To: ALL

Subj : FREE TEST NUMBERS

Free Test Nunbers

Here are sonme no's that have been found to work:
Dial 174 <last 4 figs of your no>. this gives unobtainable then when
you repl ace handset the phone rings.

Dial 175 <last 4 figs of your no: this gives 'start test...start
test...', then when you hang-up the phone rings. Pick it up and you
either get dial tone which indicates OK or you will get a recording
i.e 'poor insulation Bline' telling you what's wong. If you get
dial tone you can imediately dial 1305 to do a further test which
m ght say 'faulty dial pulses'. Oher nunbers to try are 182, 184 or
185. | have discovered ny exchange (Pontybodkin) gives a test ring
for 1267. These nunbers all depend on you | ocal exchange so It pays
to experinent, try numbers starting with 1 as these are all |oca
functions. Then when you di scover sonething of interest let me know
on this SIG

Msg: 2241 * EREWHON*

12/ 04/ 83 20:48: 49 (Read 65 Ti nmes)
From SYSOP

To: SERI QUS FREAKS

Subj : USA | NFO



There is a conmpany (?) in the USA called Loopnaniacs Unlimted,
PO Box 1197, Port Townsend. WA, 98368, who publish a Iine of books on
t el ephone hacking. Sone have circuits even. Wite to M Hoy there.

One of their publications is "Steal This Book" at S5.95 plus about $4
post. Its Wrth stealing, but don't showit to the custons!

** Page 47

Msg#: 3266 * EREVWHON*

01/ 22/ 84 06:25:01 (Read 53 Ti nes)

From XXXXXXXXXX

To: ALL

Subj : UNI VERSI TY COVPUTERS

As al ready described getting onto the UCL PAD all ows various calls.
Via this network you can access nmany many university/research
conputers To get a full list use CALL 40 then HELP, select GUI DE
Typing '32' at the VIEWpronpt will start listing the addresses. Host
of these can be used at the pad by 'CALL addr' where addr is the
address. For passwords you try DEMO HELP etc. If you find anything
interesting report it here.

HI NT: To aviod the PAD hanging up at the end of each call use the
LOGON conmand - use anything for name and pwd. This seens to do the
trick.

Anot her nunber: Tel: (0235) 834531. This is another data

exchange. This one's a bit harder to wake up. You nmust send a 'break
level' to start. This can be done using software but with a maplin
just nonentarily pull out the RS232 com Then send RETURNs. To get a
list of 'classes' you could use say Manchesters HELP:- CALL 1020300,
user: DEMO pwd: DEMO en when you're on HELP PACX

Msg#: 3687 *HACKER S CLUB*

02/ 05/ 84 14:41: 43 (Read 416 Ti nes)
From XXXXXXXXXXXX

To: ALL

Subj : HACKERS NUMBERS

The followi ng are some of the nunbers collected in the Hackers SIG

Commodor e BBS (Fi nl and) 358 61 116223
Gat eway test 01 600 1261
PRESTEST (1200/ 75) 01 583 9412

Sonme useful PRESTEL nodes - 640..Res.D (Martl esham s experinents in
Dynanmi c Prestel DRCS, CEPT standards, Picture Prestel, 601

(Mai | box, Tel enessagi ng, Telex Link - and maybe Tel ecom Gol d), 651
(Scratchpad -always changi ng). Cccasionally parts of 650 (1P News)
are not properly CUGed off. 190 sonetines is interesting well.

These boards all specialised in |onely hearts services
The boards with an asterisk all use BELL Tones

*Fai r banks, AK, 907-479- 0315
*Bur bank, CA, 213-840- 8252
*Bur bank, CA, 213-842-9452
*C ovis, CA, 209-298-1328
*d endal e, CA, 213-242-1 882

*La Pal ma, CA, 714-220- 0239



*Hol | ywood, CA, 213-764- 8000
*San Franci sco CA, 415-467-2588
*Sant a Moni ca CA, 213-390- 3239
*Sher man Oaks CA, 213-990-6830

*Tar ~ana , CA, 213-345-1047
*Crystal Rivers FL, 904-795-8850
*Atl anta, GA, 912-233-0863
*Hanmmond, | N, 219-845-4200
*(Cl evel and, OH, 216-932-9845
*Lynnefield, M 6l 7- 334- 6369
*Omaha, NE, 402-571- 8942
*Fr eehol d, NJ, 201-462- 0435
*New Yor k, NY, 212-541-5975
*Cary, NC, 919-362- 0676
*Newport News, VA  804-838-3973
*Vancouver, WA, 200- 250- 6624

Marseil |l es, France 33-91-91-0060

Bot h USA nos. prefix (0101)

a) Daily X-rated Doke Service 516-922-9463

b) Aut o- Bi ographi es of young | adies who normally work in
unpubl i shabl e magazi nes on 212-976-2727.

c)Dial a wank 0101, 212, 976, 2626; 0101, 212, 976, 2727
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Msg#: 3688 *HACKER S CLUB*

02/ 05/ 84 14:44:51 (Read 393 Ti nes)

From XXXXXXXXXXX

To: ALL

Subj : HACKERS NUMBERS CONT. ..

Hertford PDP 11/ 70 Hackers BBS:

Call 0707-263577 with 110 baud sel ect ed.

type: SET SPEED 300' CR

After hitting CR switch to 300 baud.

Then type: HELLO 124,4'CR

I Password: HAE4 <CR>

When | ogged on type: COMWAND HACKER <CR>

Use: BYE to | og out

*kkkkkkk*k

EUCLI D 388- 2333

TYPE A COUPLE OF <CR> THEN PAD <CR>

ONCE LOGGED ON TO PAD TYPE CALL 40 <CR> TRY DEMO AS A USERI D WHY NOT
TRY A FEW Dl FFER DI FFERENT CALLS THIS WLL LET U LOG ON TO A WHOLE
NETWORK SYSTEM ALL OVER EUROPE!

YOU CAN ALSO USE 01-278-4355.

kkhkkkkkk*x

unknown 300 Baud 01-854 2411

01- 854 2499

*kkk k%

Honeywel | : From London dial the 75, else 0753(SLOUGH)
75 74199 75 76930

Type- TSS

User id: D01003

password: Unknown (up to 10 chars | ong)

Type: EXPL GAMES LIST to |list ganes

To run a gane type: FRN GAMES(NAME) E for a fotran gane.



Repl ace FRN with BRN for BASIC ganes.

*kkkkk*k

Central London Poly 01 637 7732/3/4/5

* kkkk*k

PSS (300) 0753 6141

* kkkk*k

Conshare (300) 01 351 2311

*kkkkk*k

' Money Box' 01 828 9090

*kkk k%

I mperial College 01 581 1366

01 581 1444

*kkkkk*k

These are nost of the interesting nunbers that have come up over the
last bit. If | have onmtted any, please |leave themin a nessage.

Cheers, XXXXX.

Msg#: 5156 *HACKER S CLUB*

04/ 15/ 84 08:01: 11 (Read 221 Ti nes)

From XXXXXXXXXX

To: ALL

Subj : FI NANCI AL DATABASES

You can get into Datastreamon dial-up at 300/300 on 251 6180 - no |
don't have any passwords....you can get into Inter Company

Conpari sons (1 CC) conpany dat abase of 60,000 conpanies via their
1200/ 75 viewdata front-end processor on 253 8788. Type ***# when
asked for your conpany code to see a deno...

Msg#: 5195 *HACKER S CLUB*

04/ 17/ 84 02:28:10 (Read 229 Ti mes)

From XXXXXXXXXX

To: ALL

Subj: PSS TELEX

THI'S |'S PROBOBLY OLD HAT BY NOWBUT | F YOU USE PSS THEN AQ2348%*****
WHERE **=UK TELEX NO. USE CTRL/P CLR TO BET OUT AFTER MESSAGE. YOU
W LL BE CHARGED FOR USE | GUESS
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Msg#: 7468 * EREWHON*

06/ 29/ 84 23:30:24 (Read 27 Ti nmes)

From XXXXXXXXXX

To: PHREAKS

Subj: NEWOLD..) INFO

TODAY | WAS LUCKY ENOUGH TO DI SCOVER A PREVI OQUSLY UNKNOWN CACHE OF
AMERI CAN MAGAZI NE KNOWN AS TAP. ALTHOUGH THEYRE RATHER OUT OF DATE
(1974-1981) OR SO THEY ARE PRETTY FUNNY AND HAVE A FEW | NTERESTI NG

BI TS OF | NFORMATI ON, ESPECI ALLY |IF U WANT TO SEE THE Cl RCUI T DI AGRAMS
OF UNTOLD AMOUNTS OF BLUE/ RED BLACK/ ??? BOXES THERE ARE EVEN A FEW
SECTIONS ON THE UK (BUT AS | SAID I TS COVPLETELY OUT CF DATE). IN THE
FUTURE | WLL PCST SOVE OF THE GOOD STUFF FROM TAP ON THI S BOARD
(WHEN AND I F | CAN GET ON TH S BLOODY SYSTEM '). ALSO | MANAGED TO
FIND A HUGE BOOK PUBLI SHED BY AT&T ON DI STANCE DI ALI NG ( DATED 1975).
DUNNO, | F ANYBODY' S | NTERESTED THEN LEAVE A NOTE REQUESTI NG ANY | NFO
YOU RE ARE CHEERS PS ANYBCDY KNOW DEPRAVO THE RAT?? DOES HE STILL



LI VE?

Msg#: 7852 t*ACKER S CLUB*

08/ 17/ 84 00: 39: 05 (Read 93 Ti nres)

From XXXXXXXXXX

To: ALL USERS

Subj : NKABBS

NKABBS | S NOW ONLI NE. FOR ATARI & OTHER M CRO USERS. OPERATI NG ON 300
BAUD VI A RI NGBACK SYSTEM TI MES 2130HRS- 2400HRS DAILY. TEL :0795
842324. SYSTEM UP THESE TI MES ONLY UNTI L RESPONSE GROWS. ALL USERS
ARE WELCOVE TO ON. EVENTUALLY WE W LL BE SERVI NG BBC, COWODORE VI C
20/ 64 ONNERS. +NEWS ETC

Msg#: 8154 * EREVWHON*

08/ 02/ 84 21:46:11 (Read 13 Ti nes)

From ANON
To: ALL

Subj: REPLY TO MSG# : 1150 ( PHREAK BOARDS)

PHREAK BOARD NUMBERS
ACROSS THE U. S.

IF YOU KNOW OF A BOARD THAT IS NOT LI STED HERE, PLEASE LET ME KNOW

ABOUT I T.

JOLLY ROGER
PlI RATE' S CHEST

PlI RATE' S DATA CENTER
Pl RATE' S SPACE STATI ON
Pl RATE' S OUTHOUSE

Pl RATE' S HANDLE

Pl RATE' S DREAM

Pl RATE' S TRADE

Pl RATE' S TREK

PI RATE' S TREK 111

Pl RATE- 80

SANCTUARY

SECRET SERVI CE ][
SKELETON | SLAND

BOCA HARBOR

Pl RATES OF PUGET SOUND
THE | NSANI TARI UM
HAUNTED MANSI ON
WASTELANDS

Pl RATE' S HARBOR
SKULL | SLAND

THE TEMPLE

SI R LANCELOT' S CASTLE
PI RATE' 8 CI TY

Pl RATE- S GALLEY

THE PAWN SHOPPE

H SSI ON CONTROL

Bl G BLUE MONSTER

THE I.C.' S SOCKET
THE MAG C REALM

Pl RATE' S BAY

713-468-0174
617-981-1349
213-341- 3962
617-244-8244
301- 299- 3953
314- 434- 6187
713-997-5067
213-932-8294
914-634-1268
914- 835- 3627
305-225- 8059
201- 891- 9567
215-855- 7913
804- 285- 0041
305-392-5924
206-783-9798
609- 234- 6106
516-367-8172
513-761- 8250
617-720-3600
203-972-1685
305-798-1615
914-381-2124
703-780- 0610
213-796- 6602
213-859-2735
301-983-8293
305-781- 1683
213-541- 5607
212-767-9046
415-775-2384



BEYOND BELI EF

Pl RATE' s TROVE
CHEYANNE MOUNTAI N
ALAHO CI TY
CROAS NEST

Pl RATE' S PUB ]|
PIRATE'S 1/0
SOUNDCHASER
SPLIT I NFINITY
CAPTAIN S LOG
THE SI LHARI LLI ON
TW LI GHT PHONE
THE UNDERGROUND
THE | NTERFACE
THE DOC BOARD
SYSTEM SEVEN
SHADOW WORLD
OUTER LIM TS
METRO

MAGUS

GHOST SHI P 111 - PENTAGON

GHOST SHI P - TARDI'S
DATA THI EVES

DANGER | SLAND
CORRUPT COMPUTI NG
THE ORACLE

Pl RATE' S PLANET
CAESER S PALACE
CRASHER BBS

Pl RATE' S BEACH

Pl RATE' S COVE

Pl RATE' S WAREHOUSE
Pl RATE' S PORT

Pl RATE' S NEWSTAND ]|
Pl RATE' S GOLDM NE
Pl RATE' S SHI P

Pl RATE' S MOUNTAI N
Pl RATE' S TREK ]|

Pl RATE' S TREK |V
PORT OR THI EVES
SECRET SERVI CE
SHERWOOD FOREST
GALAXY ONE
RAGT.I.HE

KI NGDOM OF SEVEN
THE STAR SYSTEM
ALPHANET

HACKER HEAVEN
PHANTOM ACCESS

THE CONNECTI ON

THE TAVERN

Pl RATE' S HI DEAVWAY
Pl RATE' S PI LLAGE
THE PARADI SE ON- LI NE
MAD BOARD FROM MARS
NERVOUS SYSTEM
DEVO

213-377-6568
703- 644- 1665
303- 753 1554
512-623-6123
617-862- 7037
617-891-5793
201-543-6139
804-788-0774
408- 867- 4455
612-377-7747
714-535- 7527
313-775-1649
707-996- 2427
213-477- 4605
713-471-4131
415-232- 7200
713-777-8608
213-784-0204
313-855-6321
703-471-0611
312-627-5138
312-528-1611
312- 392- 2403
409- 846- 2900
313-453-9183
305-475-9062
901- 756- 0026
305-253- 9869
415- 461- 8215
305- 865- 5432
516- 698- 4008
415-924- 8338
512- 345- 3752
213-373-3318
617-443- 7428
312- 445- 3883
213-472-4287
914-967- 2917
714-932-1124
305-798- 1051
213-932-8294
212- 896- 6063
215-224- 0864
217-429-6310
206-767-7777
516-698- 7345
203-227- 2987
516- 796- 6454
814-868-1884
516-487-1774
516-623-9004
617-449- 2808
317-743-5789
512-477-2672
213-470-5912
305-554- 9332
305- 652-9422



TORTURE CHAMBER 213-375- 6137

HEL L 914-835-4919
CRASHER BBS 415- 461- 8215
ALCATRAZ 301-881-0846
THE TRADI NG POST 504-291- 4970
DEATH STAR 312-627-5138
THE CPU 313-547-7903
TRADER S | NN 618- 856- 3321
Pl RATE' S PUB 617-894- 7266
BLUEBEARDS GALLEY 213-842- 0227
M DDLE EARTH 213-334- 4323
EXI DY 2000 713-442-7644
SHERWOOD FOREST ]| 914- 352- 6543
WARLOCK~S CASTLE 618- 345- 6638
TRON 312-675-1819
THE SAFEHOUSE 612-724- 7066
THE GRAPE VI NE 612- 454- 6209
THE ARK 701- 343- 6426
SPACE VOYAGE 713-530- 5249
OXGATE 804- 898- 7493
M NES OF MORIA ][ 408- 688- 9629
MERLIN' S TONER 914-381-2374
GREENTREE 919- 282- 4205
GHOST SHIP ][ - ARAGORNS 312-644-5165
GENERAL HOSPI TAL 201- 992- 9893
DARK REALM 713-333- 2309
COSM C VOYAGE 713-530-5249
CAMELOT 312-357-8075
PI RATE' S GUI LD 312-279- 4399
HKGES 305-676-5312
M NES OF MORI A 713-871-8577
AS.Cl.I. 301-984-3772
** Page 50

I f Anybody is mad enough to actually dial up one (or nore') of these
BBs pl ease | og everything so thAt others may benefit from your
efforts. IE- WE only have to register once, and we find out if this
board suits our interest. Good |uck and have fun! Cheers,

Msg#: 8163 *HACKER S CLUB*

08/ 30/ 84 18:55:27 (Read 78 Ti mes)

From XXOOKXXXX

To- ALL

Subj : XXXXXX

NBBS East is a relatively new bulletin board running froml|lQomto
1230am on 0692 630610. There are now special facilities for BBC users
with col our, graphics etc. If you call it then please try to |eave
sone nessages as nore nessages nean nore callers, which in turn neans
nore nessages Thanks a |ot, Jon

Msg#: 8601 *HACKER S CLUB*

09/17/84 10:52: 43 (Read 57 Ti nmes!

From XXXXXXXXXX

To: XXXXXXXXX

Subj: REPLY TO Msg# 8563 ( HONEYWELL)

The thing is | still ( sort of I work for XXX so | don't think they



woul d be too pleased if | gave out nunbers or anything else. and
woul d rather keep ny job Surely you don't nean MFl furniture ??

Msg#: 8683 *HACKER S CLUB*

09/ 19/ 84 19:54:05 (Read 63 Ti nes)

From XXXXXXXXX

To: ALL

Subj : DATA NODE

To those who have difficulty finding interesting nunbers. try the UCL
Dat a Node on 01-388 2333 (300 baud).Wen you get the Wich Service?
pronpt. type PAD and a couple of CRs. Then, when the PAD> pronpt
appears type CALL XOOXOOX, where is any(number orrange of nunbers.

I ndeed you can try several formats and numbers until you find

sonet hing interesting. The Merlin Cern conputer is 9002003 And it's
difficult to trace You through aq data exchange! If anyone finds any
i nteresting nunbers, let nme know on this board, or Pretsel mail box
012495225.

Msg has replies, read nom(Y/N' Y

Msg#: 9457 *HACKER S CLUB*

10/ 11/ 84 01:52:56 (Read 15 Ti nes)

From  XXXXXXXXXXX

To: XXXXXXXXXXX

Subj: REPLY TO MSG# 8683 ( DATA NODE)

I F YOU WANT TO KNOW MORE ABQUT THI S xxxxx PHONE PHONE XXXX XXXXXX
ON 000 0000

Msg#: 8785 *HACKER S CLUB*

09/ 21/ B4 20-28-59 (Read 40 Ti nes)
From XXXXXXXXXXXXXX

Subj : NEW Nunber

NEW Conput er ON LINE TRY RI NG NG 960 7868 SORRY THAT'S 01 (I N LONDON) | N FRONT
good LUCK!

** Page 51

Pl ease note that none of these hints, runours, phone nunbers and
passwords are likely to work by the time you are reading this..
However, in the case of the US credit agency TRW described in the
previ ous chapter, valid phone nunbers and passwords appear to have
sat openly on a number of bulletin boards for up to a year before the
agency realised it. Sone university mainfranes have hacker's boards
hi dden on them as wel .

It is probably bad taste to mention it, but of course people try
to hack bulletin boards as well. An early version of one of the npst
popul ar packages coul d be hacked sinply by sending two seni-col ons
(;;) when asked for your nanme. The system all owed you to becone the
Sysop, even though you were sitting at a different computer; you
could access the user file, conplete with all passwords, validate or
deval i dat e whonever you liked, destroy mail, wite general notices,
and create whol e new areas. ..

Research Sour ces



The conputer industry has found it necessary to spend vast suns on
marketing its products and whilst sone of that effort is devoted to
"image' and 'concept' type advertising--to naking senior nmanagement
confortable with the idea of the XXX Corporation's hardware because
it has 'hear



